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Introduction

The Student Data Privacy Consortium (SDPC) is a Special Interest Group (SIG) of the Access 4 Learning
(A4L) Community. It is a unique collaborative of schools, districts, regional, policy makers, trade
organizations, marketplace providers, territories and state agencies addressing real-world, adaptable,
and implementable solutions to growing data privacy concerns. The Consortium also leverages work
done by numerous partner organizations but focuses on issues being faced by “on-the-ground”
practitioners.

The Student Data Privacy Consortium (SDPC) Resource Registry APl is designed to be a machine-readable
version of information already available to SDPC Members through the SDPC Resource Registry. This API
is useful for data analysis, maintaining snapshots in time, and supporting integrations with privacy
compliance dashboards and reporting tools. Leveraging the same technologies as the Registry, this API

provides instant access to public-facing agreement data without the need for manual searches.

Infrastructure: At this time, no effort has been made to make this JSON available through the SIF
Infrastructure. Instead, they are provided using the same authentication and delivery mechanisms
as the SDPC Registry.
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AUTHENTICATION

Initial authentication is done using the same username and password an SDPC member uses to log into
the SDPC Resource Registry. To prevent compromising of data and to ensure easy access, these
credentials MUST be submitted using HTTP headers. Please keep in mind that the username and

password are case sensitive.

Required Headers:
e username

e password

NOTE: Please be sure all your exchanges are using HTTPS and that headers are logged securely to
protect your login credentials. If you decide to change your password in the system, please remember
to update your APl headers to the new password to maintain access.

By using this API, you are automatically agreeing to the SDPC Resource Registry APl Usage Policy and the
SDPC Privacy Policy.

ACCESS NOTE

The following API links require authentication and will not work without valid credentials. Premium
membership is required to access the SDPC APIL. If you're unsure whether your organization has

Premium access, please contact your state SDPC administrator or the A4L support team.

ACQUIRE A COOKIE

You can retrieve your cookie, which acts as your access token, by posting credentials
to: https://sdpc.adl.org/api.php. Because web browsers typically don't have a way to set custom headers

without customization, this is expected to be done in your client code using the required headers above.
However, other API client tools may be used for proof-of-concept purposes.
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EXAMPLE RESPONSE HEADERS

HTTP/1.1 302 Found

Content-Type: text/html; charset=UTF-8

Keep-Alive: timeout=5, max=100

Pragma: no-cache

Content-Security-Policy: default-src 'unsafe-inline' data: *
Set-Cookie: PHPSESSID=4bk3glvfaltk64kbblOu2osvak; path=/,
AutoLogin email address=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT;
Max-Age=0; path=/, AutoLogin password=deleted; expires=Thu, 01-Jan-1970
00:00:01 GMT; Max-Age=0; path=/

Server: Apache/2.4.29 (Ubuntu)

changesSinceMarker: 2022-05-05 18:01:45.1651773705

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Date: Thu, 05 May 2022 18:01:45 GMT

Location: api read.php?page=0

Strict-Transport-Security: max-age=63072000; includeSubdomains;
Content-Length: O

Connection: Keep-Alive

X-Frame-Options: SAMEORIGIN

Redirection: Both success and failure result in 302. Failure is indicated by a location header pointing
to “error.php.” Success points you to the generic JSON APl with a location header of

“api_read.php?page=0." The right place to follow-up when using this API!

AUTHENTICATING WITH YOUR COOKIE

You can retrieve data by using your cookie rather than your username and password at the following

URL: https://sdpc.adl.org/api read.php?page=0

Required Headers:

e Cookie
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API RESPONSES

If you have authenticated correctly the first page of data will start to flow.

"dataID": "9484",
"agreement typesID": null,
"signed agreement file": null,
"statusID": "11",
"date_approved": null,
"date_expired": null,
"year": null,

"grade level": null,
"content_ area": null,
"declined reasoning": null,
"originator": null,

"softwareIDl ignore": "53",

"districtIDl ignore": "398",

"districtID": "398",

"district _name": "Acton-Boxborough School District",
"ecity": "Acton",

"state": "MA",

"country": "United States",

"district website": "http://www.abschools.org",
"district logo": "https://sdpc.a4l.org/district logos/",
"account_status": "Approved",

"leaid": "2501710",

"dataID3 ignore": null,

"selected addendum": null,

"signed addendum file": null,

"addendumID": null,

"addendum name": null,

"public": "Yes",

"agreement name": null,

"agreement state": null,

"description": null,

"status": "Vendor Unresponsive",

"districtID3 ignore": null,

"softwareID2 ignore": null,

"data list": null,

"softwareID": "53",

"company name": "Kahoot!",

"software name": "Kahoot!",

"website": "https://getkahoot.com/",

"icon": "https://sdpc.a4l.org/logos/Kahoot logo.png",
"terms of services": "https://kahoot.com/terms-and-conditions/",
"privacy policy": "https://kahoot.com/privacy-policy/",
"purpose": null,

Copyright © Access 4 Learning Community Page 4 of 9




SDPC Resource Registry API Developers Guide

"softwareID10_ignore": null,
"districtID10_ignore": null

Note: Above is the start of a page of data one might receive upon accessing the API.

Errors: If your request fails, you will get a 302 response code redirecting you to error.php. This failure
could be due to incorrect login credentials. If you continue to have issues then, please contact the
A4L support team.

You can get subsequent pages by changing the page query parameter
https://sdpc.a4l.org/api_read.php?page=1. When you attempt to retrieve the page after the last page

with data you will receive “null” as the body.

FILTERS

The API supports the following query parameters to narrow your results:

State

The following URL returns all the agreements for the state of Illinois (one page at a time).
https://sdpc.adl.org/api read.php?page=0&state=IL

District

This URL returns all the agreements for the Cambridge School District.
https://sdpc.adl.org/api read.php?page=0&districtid=457

Company
This URL returns all the agreements for McGraw Hill.
https://sdpc.adl.org/api read.php?companyid=63

Id

This URL returns only the agreement for Clever Prototypes, LLC: Storyboard That.
https://sdpc.adl.org/api read.php?id=ba5548c8-c5c0-1lec-a466-06665ed37550
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Change Since Marker

At the start of each synchronization batch, capture the value of the changesSinceMarker header. Use
this value consistently throughout the entire next batch. It's essential to apply the changesSinceMarker
from the previous batch during the current one to avoid missing data or causing inefficiencies in the
process.

This URL returns just the agreements that have been added or changed since roughly Thu, 05 April 2022

21:34:34 GMT.
https://sdpc.ad4l.org/api read.php?page=0&changesSinceMarker=2022-04-
05%2021%3A34%3A34.1651786474

URL Encoding: The changes since marker includes special characters that need to be properly
encoded for use in URL query parameters.

DATA KEY

When using this API, the following data fields will be exported:

Field name Description
datalD Unique ID for an agreement record.
agreement_typesIiD Unique ID associated with an agreement type for a specific alliance.

signed_agreement_file | The url of the uploaded signed agreement between and school district and a
vendor in a pdf format.

statusID Unique ID for an agreement status type. For a status key, please see below.
date_approved The date an agreement was approved by a district and a vendor.
date_expired The date an agreement expires between a district and a vendor.

year This is the school year that an approved Legal Drafted Guardian Release is

associated with.
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Field name

Description

grade_level

The grade level that is using a specific resource at a specific school district.

content_area

The educational content area that a resource will be associated with at a
specific district.

declined_reasoning

The reason an agreement is declined between a district and a vendor.

originator A Y/N field identifying if a school district is the originator for an agreement
with a specific resource in their alliance.
districtlD An unique ID for a school district.

district_name

The full name of a participating school district.

city The city where a participating school district is located.
state The state/province where a participating school district is located.
country The country where a participating school district is located.

district_website

The official website for a participating school district.

district_logo

The official identifying logo file for a participating school district.

account_status

The status of a school district account.

leaid

The US NCES code assigned for a school district.

selected_addendum

The unique ID for an Exhibit E or addendum name that is associated with a
specific agreement type.

signed_addendum_file

A url path for a pdf of the signed addendum for a subscribing district to an
originating contract between a vendor and school district.

addendumiID

A unique ID for an Exhibit E or addendum that is associated with a specific

agreement type.
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Field name

Description

addendum_name

The Exhibit E or addendum name that is associated with a specific agreement
type.

public

A Y/N field identifying if an agreement type can be seen by the public.

agreement_name

A name of an agreement type.

agreement_state

The state or alliance that uses a specific agreement type. If it is equal to “All"
then, it is available to everyone.

description A brief description of an agreement type.

status The status of an agreement request. For a status key, please see below.

data_list All data elements collected by a resource that have been identified by a
vendor.

softwarelD A unique ID for a resource.

company_name

The full name of a resource’s company.

software_name

The name of a resource in the system.

website

The official website of a company with a resource in the system.

icon

The official identifying logo of a company or resource.

terms_of_service

The url of the terms of service on the Vendor's website.

privacy_policy

The url of the privacy policy on the Vendor's website.

purpose

A brief description of the resource’s purpose.

Note: Please disregard any fields with “ignore” in the field name.
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FEEDBACK & CONTACT INFORMATION

We welcome feedback from the education marketplace regarding this document.

If you have any feedback, or questions regarding the contents of this document, please contact:
John Lovell, Technology Director
A4L Community
jlovell@A4L.org
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