
Student Data Privacy Update
Connecting and Securing YOUR 

Effective Learning Ecosystem…..

Feb 2021 Update



Agenda

✓ Welcome and Intro

✓ New Alliance

✓ Board and Project 

Team Update

✓ Feb Webinars

✓ Membership Drive

✓ SDPC International

A4L
• Non-Profit started in 1997
• Membership driven with 

schools, districts, regional and 
state agencies, other 
professional organizations and 
marketplace providers in the 
Community

• Collaboratively develops 
technical blueprints for data to 
move safely and securely 
between school software 
applications

• Used in every state and 
Communities in 4 Countries

SDPC

•Special Interest Group of A4L 

Community started in 2015 

•Maintains its own governance, 

oversight and resource support

•Numerous stakeholders 

addressing data privacy “Pain 

Points”

•Working collaboratively on 

projects, developed tools, 

effective practices and 

partnerships for “tactical 

student data privacy”



No One 
Gets It!

Everyone 
Gets It!

Its Not “One or the Other”!



Northeast Metro 916 is one of four intermediate school 

districts in Minnesota, serving nearly 6,000 students through 

shared programming that includes career and technical 

education, special education services, area learning centers, 

and care & treatment. Through the sharing of resources, 

talent and ideas, Northeast Metro 916 provides cost-

effective, expert and reliable services to 14 member school 

districts and the students and families.



Connecting 
and Securing 

Effective 
Learning 

EcosystemsTM

SDPC Management Board Update  

Redefine the SDPC Partnership Membership Level
A non-monetary, reciprocal membership between two organizations where the SDPC 

names the organization as a partner in materials, invite your organization to calls, 
inclusion in all communications, and engage in partner-only opportunities. 

Revise the Preferred Provider Program (P3)
A set of rules and benefits established and approved by SDPC leadership for 

marketplace providers that can provide such goods and/or services to interested 

customers. P3 members will be promoted in all communications including including 

Vendor Marketplace with customer surveys after each engagement

New Project Team: Resource Registry Roadmap
Charged with establishing a long-term vision for the SDPC Resource Registry 

including features, functionalities, operations, funding and priorities for change 

requests.  This information is then passed along to SDPC Management Board for 
discussion and approval.



NDPA Policy, Procedures and Usage 
Project Team

Lead: Libbi Garret – CITE

✓ To identify streamline opportunities for usage of the NDPA

✓ To continue to develop continuity in the NDPA usage across 

the Alliances/Country

✓ Identify, documenting and ideally collaborating to leverage 

Alliances to address non-responsive marketplace providers

✓ To establish clear, transparent and open change management 

processes to the NDPA



Research Data Sharing Agreement 
Project Team

Lead: Jessica Kallin – UT State Board of Education

✓ Discuss the need for a standardized data sharing agreement 

between end users and researchers

✓ Review some examples of currently used Research Data 

Sharing Agreements and some “must haves” in a potential 

candidate draft

✓ Leverage the successful processes and format of the National 

Data Privacy Agreement SDPC work to generate and support 

the usage of a common agreement addressing the needs of 

both end users and researchers



• Increased interoperability without the inclusion of 
privacy requirements equals increased RISK. 

• BOTH data sharing and privacy parameters must be 
identified and communicated.

• Learning institutions often do not have the human 
and/or fiscal resources to successfully address both 
parameters

• A4L and SDPC is the ONLY community collaboration that 
is addressing BOTH interoperability and privacy

A4L & SDPC’s Supporting the “New School” Role?

“Leadership and 

learning are 

indispensable to 

each other.”

- John F. Kennedy

The A4L and SDPC Communities will help schools and marketplace 

providers in “connecting and securing effective learning ecosystems”



School/District CIO 
Support

• How does this save 
resources (I.e.- time 
and money)?

• How does it better 
serve teachers and 
learners?

• What are the steps 
and tools and 
partnerships the 
SDPC/A4L Community 
have to answer the 
above?

Feb 16th Noon ET

“Unifying Student Data Privacy with 

Data Interoperability – the Unity 

Blueprint”



Feb Meetings 

February 3, 2021
12noon ET / 9am PT

Connecting and Securing - Setting the Stage 
v Data Access is Easier Than Ever with More Data Each Day – Is That A Good 
Thing?
v School and State Leadership On A Local Control Issues

February 10, 2021
12noon ET / 9am PT

Foundations of “Connecting” Ecosystems in the Real World
v Setting the Course for Standardizing – Stopping the “Wheel Reinvention”
v Starting with the Data Dictionary and Maturing to Usage Tools All Under Local 
Control
Example: Multiple Standards Addressing Multiple Use Cases

February 17, 2021
12noon ET / 9am PT

Foundations of “Securing” Ecosystems Student Privacy
v Data Stewardship 101 – Setting Common Expectations Between Vendors and 
Customers
v The Securing Continuum: From Legislation to Ecosystem Implementation and 
All Steps In-Between
Example: The Impacts of a National Student Data Privacy Agreement

February 24, 2021
12noon ET / 9am PT

Connecting and Securing in the Real World:
v The MA Data Hub Solution

Members: Complimentary
Non-Members: $50 per session
90 min sessions

https://www.a4l.org/events/EventDe

tails.aspx?id=1425813&group=

https://www.a4l.org/events/EventDetails.aspx?id=1425813&group=


Vendor Membership Push

Initiative to bring more 

marketplace providers to 

”get skin in the game!”

• 5,500+ products (4,000+ 

vendors) - 63 members

• All benefit from the 

Community’s work

• Resources needed for 

Community growth and 

keep membership fees 

low for schools/Alliances

• Will you help? 

• Flyer

https://www.a4l.org/resource/resmgr/files/sdpc-publicdocs/2020_SDPC_Vendor_Value_Add_.pdf


Safer Technologies for Schools 

Assessment
At the request of the National Schools 

Interoperability Program Steering Group, the NSIP 

Team worked with agency and sector 

representatives to develop a standardised set of 

online education services risk and interoperability 

assessment criteria.

Low risk Medium risk High risk Non-

compliant

Use 

Responsibly

Use with 

Caution



Assessment Criteria
Security
Where is live solution hosted?

Is multifactor authentication used?

How often are audit logs reviewed?

Privacy
How can users request a copy of their data?

Does the privacy policy comply with the APPs?

Are photos and contact details associated with a user?

Interoperability
What APIs are available to exchange data? 

What standards (incl. SIF, IMS) are supported? 





Resources

Resources!



The Result – Common Expectations!

Here is the data we will give you 

and details on how we want it 

treated

Here is how we 

have treated the 

data and details 

on how we can 

prove it to you

End Users Providers

Automated

Increased interoperability without the inclusion of privacy 
requirements = increased RISK. Both data sharing and privacy 

parameters must be identified and communicated.



Thank You

Community

Registry Tool

Resources

Membership

Steve Smith –

Cambridge Public CIO

ssmith@cpsd.us

Larry Fruth PhD – A4L 

Community

lfruth@a4l.org

Spring 2017

https://privacy.a4l.org/
https://sdpc.a4l.org/
https://privacy.a4l.org/resources/
https://privacy.a4l.org/get-involved/
mailto:ssmith@cpsd.us
mailto:lfruth@a4l.org

