4A°°ess4 FTC finalizes amendments to the COPPA rule:

8 Sty What it means for schools using the National Data Privacy
S;Tgéi;:{gg:‘i}azisaaws Ag reemen t (N D P A)

On April 22, 2025, the FTC published the final rule amendments to the Children’s Online Privacy Protection Act

(COPPA), marking the first changes to the rule since it was last amended in January 2013, a time that predates

nearly all state student privacy laws. Schools and districts using the National Data Privacy Agreement (NDPA)
may be wondering how these changes will impact their ability to use the standard agreement moving forward.
This quick guide will explain how the NDPA already integrates with COPPA, briefly discuss the main changes in
the new rule, and point to new areas that might be added to the NDPA to ensure continuing compliance when

contracting with edtech vendors.

How has the relationship between schools and edtech vendors been handled under COPPA in

the past?

The Notice of Proposed Rulemaking (NPRM) originally incorporated longstanding FTC guidance on schools and

edtech from the COPPA FAQs. These proposed changes, however, were removed from the final rule. In January,
the FTC stated that they anticipated FERPA rulemaking from ED and therefore removed the sections from the
NPRM related to edtech so as to avoid conflicts, but also stated that they will continue to follow the guidance in
the FAQs, which states that schools may provide consent on behalf of parents in cases where the data disclosure
is entirely within the educational space. If the vendor uses child personal information for commercial purposes,

even contextual advertising, then the school cannot consent on the parents’ behalf.

The NDPA already takes this guidance into account, and so members of the consortium will be able to continue
using the agreement when contracting with edtech vendors in order to ensure their compliance with the school
official exception of FERPA, other federal privacy laws like COPPA and PPRA, as well as their own state

requirements.

What changes appear in the new rule?

Some of the changes will specifically relate to an operator’s obligations when working with parents (e.g., using
knowledge-based authentication to verify a parent’s identity). Since the Student Data Privacy Consortium
(SDPC) is concerned with cases where the school is providing consent on behalf of the parent, we will only
summarize the changes most likely to impact that relationship and leave out requirements related to parents and

safe harbor programs.
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¢ Clarifications in definitions. The new rule provides clearer definitions on mixed-audience websites and
makes clear that government-issued identifiers (not just SSNs) and biometric identifiers are explicitly

defined as personal information (PI).

o Updated requirements for notices. The new rule requires that the direct notice include how the operator
intends to use the PI they receive. There is also a new requirement related to subcontractors, where the
identity or specific categories of subcontractors will need to be listed out (the FTC wanted this to be
flexible--they don't want the notices to become too lengthy, and they also recognize that many of these
subcontractors will be so small that their exact name will be meaningless to parents). Operators will also
be required to provide notice of how they handle audio files, how they use persistent identifiers for specific

internal operations, and additional information on their security and retention policies.

o Third-party disclosures and consent. The FTC clarified that parents (and presumably schools
consenting on the parents' behalf) must be given the option to consent to data collection and third-party
disclosures separately unless the disclosure is necessary for internal operations. All other additional

disclosures will require additional notice and consent.

¢ Notice for operators that only collect persistent identifiers. Operators that only collect persistent

identifiers and no other PI will have to meet all of the notice requirements moving forward.

o Updated requirements on cybersecurity. Operators will be required to maintain a cybersecurity
program appropriate for the sensitivity of the data collected, including a written plan, designating staff to
run the program, annual assessments, safeguards based on findings of the annual assessments, regular
testing/monitoring, updates based on the assessments and monitoring, and vetting of their

subcontractors including written assurances.

o Updated requirements on data retention. The FTC clarified that operators may not retain Pl from
children indefinitely. To ensure this, operators must maintain a written data retention policy that specifies
the purpose for the collection, the business need for retention, and the timeframe for deletion. This

retention policy needs to be included in the notice to parents.

What is the effective date for the new rule?

The amended rule goes into effect June 23, 2025. Except for a few requirements with separate effective dates

related to safe harbor programs, regulated entities will have roughly one year, until April 22, 2026, to comply.

Operators already using the_SDPC’s National Data Privacy Agreement (NDPA) will have a leg up on many of

these requirements since they will already be providing much of the required information. In the coming months,
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we will be considering if any updates to the NDPA will be necessary to streamline operator’'s compliance with all
the new requirements (e.g., those related to providing more transparency about subcontractors and more

detailed security and data retention plans) of the final COPPA rule.

Are any other changes to COPPA anticipated in the future?

Senator Markey (D-MA) has for the past several years introduced a bill referred to as COPPA 2.0, which was
reintroduced again in March of this year. This bill would most notably raise the age limit on COPPA from 13 to
16. In order to become law, it would need to be passed by both chambers of Congress (last year it was passed
by the Senate, but not the House) and be signed by the president. SDPC will be keeping an eye on this bill
should it progress in Congress.

For any questions or comments regarding the Student Data Privacy Consortium, National Data Privacy
Agreement, or how we will be approaching COPPA compliance, please contact David Sallay, Director of Data

Privacy, at dsallay@a4l.org
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