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THE NATIONAL DATA PRIVACY AGREEMENT: BACKGROUND 
The Access 4 Learning (A4L) Community, and its special interest group the Student Data Privacy 

Consortium (SDPC), is a unique, non-profit collaboration composed of schools, districts, local 

authorities, states, US and International Ministries of Education, software vendors and consultants. 

The SDPC is designed to address the day-to-day, real-world multifaceted issues faced when 

protecting learner information by setting common expectations between market providers and 

end users. The Consortium leverages the work done by numerous partner organizations but 

focuses on those issues being faced by “on-the-ground” practitioners. The A4L Community has 

united these education technology end users and providers in an unprecedented effort to ‘connect 

and secure effective learning ecosystems’ to give teachers more time to do what they do best: teach. 

The SDPC’s first project was to use a common Data Privacy Agreement (DPA) clause set, but after 

much growth and feedback, schools and states indicated they needed their own state-specific 

version of the DPA for larger adoption. Later, the conversation came full circle with 13 states using 

very similar DPAs with enough commonality that a national DPA Project Team was formed. This 

group explored the viability of developing a draft that could be used by any school/district across 

the US. Two years later, the Community released the first version of the National Data Privacy 

Agreement (NDPA). 

The NDPA has been developed with extensive review and comments from districts, state 

organizations, marketplace providers (vendors), and their legal representatives. The document is 

designed to address common student data privacy concerns to streamline the educational 

application contracting processes for schools/districts who do not have the legal or fiscal resources 

and vendors who previously had to sign “one-off” contracts with each of the over 13,000 US school 

districts. While the NDPA allows for any state-specific legislative requirements, the majority of the 

privacy expectations are standardized and may be used in addition to a Service Agreement (e.g. 

vendor Terms of Service (TOS) Agreements). In the event there is a conflict between the DPA and 

any other Service Agreement with respect to student data, this DPA shall supersede all other 

agreements, written or oral. 

The Legal Project Team has the charge to: 

• Continue to develop continuity in the NDPA usage across Alliances/Country, 

• Establish clear, transparent, and open change management processes to the NDPA. 

This document has been developed to protect the integrity of the NDPA, as well as the usage, change, 

and to approve Community expectations adopted by the members of the Student Data Privacy 

Consortium (SDPC). 

Additional reference documentation is included in Appendix C. 
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THE NATIONAL DATA PRIVACY AGREEMENT: MODEL USAGE 

VERSION 2 USAGE GUIDELINES 

 

1. Standard/Modified Student Data Privacy Agreement: Notice & Disclaimer  

Access 4 Learning (“A4L”) and its associated Student Data Privacy Consortium (“SDPC”) have sponsored 

the Standard/Modified Student Data Privacy Agreement (“Agreement”), also referred to as the National 

Data Privacy Agreement. SDPC and its members have endeavored to produce an Agreement that aligns 

with the Family Educational Rights and Privacy Act (“FERPA”) and certain state laws. However, neither A4L 

nor SDPC guarantee that the Agreement addresses compliance with all applicable laws. 

Users assume all risks arising from using the Agreement and by logging in to the SDPC Resource Registry 

or other A4L web sites, accept the terms and conditions of the A4L Terms of Use and Privacy Policy, which 

may be reviewed here. 

Users of the Agreement are advised to consult with their representative state associations or local 

counsel if they have any questions about the Agreement. 

 

2. Usage Introductory Page (Appendix A) 

While the National DPA has been developed to simplify the privacy expectations between end users and 

marketplace providers (vendors), appropriate usage of the Agreement is key. The optional NDPA 

introductory letter templates to this National Data Privacy Agreement Development and Usage Processes 

(Appendix A) start with a set of guiding principles and usage expectations established by Alliance and 

vendor leaders across the country. Realize that the NDPA is a living document that requires it to be 

“locked down” (ideally a locked but fillable document) until the next release determined by the Project 

Team and the A4L Community leadership. Again, usage of the Introductory Page is optional for each 

Alliance, District or Vendor Member as appropriate. 

 
Usage of the ‘Introductory Page’ (Appendix A) is optional. Alliances, school districts and 

vendors may choose to send it out to the other party to an NDPA for additional guidance. 

 

3. Jurisdictional considerations 

NDPAs are subject to jurisdictional restraints. Most NDPAs are for a particular state, but in some cases, 

there are multi-state NDPAs. Careful attention should be given to the jurisdiction that each NDPA applies 

to, especially when using Exhibit “E” (General Offer of Terms). 

https://www.a4l.org/resource/resmgr/docs/legal/a4l_community_terms_of_use.pdf
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By contrast, the legal venue for judicial enforcement of any NDPA is specific to that agreement and 

set forth in the NDPA. 

 

4. Making Changes to the NDPA 

Put simply, ALL modifications (red lines, edits, etc.) to the standard clause set in a posted NDPA must be 

described and included in Exhibit “H” to continue to use the official NDPA moniker. Negotiated 

modifications to the standard clauses must appear in Exhibit “H”. 

 
If changes are made to the NDPA, then it must be referred to as either a ‘Vendor-Specific’ 

or ‘District-Modified’ NDPA. Please use ‘Vendor-Specific’ or ‘District-Modified’ 

nomenclature as outlined in the Agreement Type Naming Conventions section of this 

document. 

 

 

5. Agreement Type Naming Conventions 

The SDPC Resource Registry automatically ‘names’ each Agreement as it is uploaded onto the Registry. 

School Districts must select the correct Agreement document name, prior to attempting to upload. 

(Example: If changes have been made to the NDPA, then the user would need to select ‘Vendor- Specific’ 

or ‘District-Modified’ national model, not Standard Agreement. Follow the “Examples of usage” below to 

determine which model applies.) 

State Alliances must add their state abbreviation, version number (and agreement type where required) 

(i.e. OH-NDPA-v2, CA-Vendor Specific-NDPA-v2-0, MA-District-Modified-NDPA-v2-0, etc.). This allows for 

any state and local specific requirements to be identified. 

Please refer to the ‘Agreement Type Naming Conventions reference table’ on the following page. 

When modifications agreed upon between Providers and LEAs are included, and such modifications are 

set forth in Exhibit “H”, the relevant “Vendor-Specific” or “District-Modified” Agreement must be used. 

Modifications made to the standard clause set that are NOT reflected in the Exhibit ”H” nullify the 

usage of the NDPA moniker. 

 
Any modifications made to the standard clause set that are NOT reflected in the 

Exhibit “H” nullify the usage of the NDPA moniker. 

Examples of usage: 

• NDPA Standard Agreement: 

o Exhibit “H” not included. 

o Exhibit “E” automatically included and active. 
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• Vendor-Specific NDPA: 

o Either Exhibit “H” ‘agreed to’ changes approved by Alliance OR 

o Alliance has made a policy decision to permit LEA approval of Exhibit “H” ‘agreed to’ 

changes. 

o Exhibit “E” permitted; Vendor option to check box and sign Exhibit “E”. 

• District-Modified NDPA: 

o Exhibit “H” ‘agreed to’ changes not Alliance-approved or allowed by Alliance policy 

decision. 

o Exhibit “E” not permitted. 

o Vendor must sign individual Agreements with each District. 
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Agreement Type Naming Conventions reference table 

Agreement Type > 

Agreement section˯ 
STANDARD NATIONAL 

DATA PRIVACY 

AGREEMENT (NDPA) 

VENDOR-SPECIFIC 

NDPA AGREEMENT 

DISTRICT-MODIFIED 

NDPA AGREEMENT 

INVALID 

AGREEMENT 

Preamble NO CHANGES NO CHANGES NO CHANGES ANY CHANGES 

Standard Clauses NO CHANGES ALL EDITS 

DEMONSTRATED IN 

EXHIBIT “H” 

ALL EDITS 

DEMONSTRATED IN 

EXHIBIT “H” 

ANY CHANGES 

Exhibit A: Products 

and Services 

Will have agreed upon 

content 

Will have agreed upon 

content 

Will have agreed upon 

content 

Will have agreed upon 

content 

Exhibit B: Schedule of 

Student Data 

Will have agreed upon 

content 

Will have agreed upon 

content 

Will have agreed upon 

content 

Will have agreed upon 

content 

Exhibit C: Definitions NO CHANGES NO CHANGES NO CHANGES NO/ANY CHANGES 

Exhibit D: Special 

Instructions For 

Disposition Of Data 

Only used/completed 

when requesting 

deletion 

Only used/completed 

when requesting 

deletion 

Only used/completed 

when requesting 

deletion 

Only used/completed 

when requesting 

deletion 

Exhibit E: General 

Offer of Terms 

NO CHANGES NO CHANGES NO CHANGES NO/ANY CHANGES 

Exhibit F: Adequate 

Cybersecurity 

Frameworks 

Information provided by 

Vendor 

Information provided 

by Vendor 

Information provided 

by Vendor 

Information provided 

by Vendor 

Exhibit G: 

Supplemental State 

Terms 

(Information provided 

by Alliance) 

NO FURTHER CHANGES 

(Information 

provided by Alliance) 

NO FURTHER  

CHANGES 

(Information 

provided by Alliance) 

NO FURTHER  

CHANGES 

(Information 

provided by Alliance) 

NO FURTHER  

CHANGES 

Exhibit H: Description 

of ‘Agreed To’ Changes 

NONE AGREED CHANGES  

by School District / 

Vendor AT THE 

ALLIANCE LEVEL 

AGREED CHANGES 

by School District / 

Vendor AT THE 

DISTRICT LEVEL 

ANY CHANGES 

Exhibit E available 

for others? 

YES, within State YES, within State NO NO 

Vendor Signatory 

Badge available? 

YES 

(‘Standard’ Badge) 

YES 

(‘Modified’ Badge) 

NO NO 
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6. Signatures 

The collection of signatures on the NDPA will be determined by each Alliance or LEA leadership. Various 

forms of signatures may be accepted, some may require hand-written signatures on Agreements. 

 

7. Posting Conventions 

Alliance NDPA templates will be posted to the SDPC Resource Registry upon approval of the state 

Alliance’s established policies and procedures. Access to the templates will be determined by the Alliance 

leadership in that state. Templates must be kept as similar as possible with A4L Community & SDPC 

branding, copyright and formatting. 

 

8. Adoption 

State Alliances may establish guidelines for their members to review and adopt the most recent version 

of the NDPA. In most cases, schools may adopt the NDPA on their own schedule, such as immediately 

upon version release or during the next contract renewal period with a marketplace provider (vendor). 

 

9. Document Formatting 

Alliances, LEAs and Vendor Members are advised NOT to share Word (.doc, .docx) or other editable 

versions of the NDPA. Alliances, please create a fillable PDF version for your Alliance and ensure these 

are posted on your State Alliance page on the SDPC Resource Registry. 

For version 2, additional space has been created for all fillable fields (based on feedback received during 

Community Review). 

It was agreed that white space within the document be removed to ensure that the length of the NDPA 

document is as condensed as possible, whilst allowing for sufficient space for fillable content to be 

inserted. 

 
Alliances, LEAs and Vendor Members are advised NOT to share Word (.doc, .docx) or other 

editable versions of the NDPA. Alliances, please create a fillable PDF version for your 

Alliance and ensure these are posted onto your State Alliance page on the SDPC Resource 

Registry for download. 

 

10. Use of additional Exhibits 

Alliances are advised that the NDPA will be updated as changes necessitate, which may include the 

inclusion of additional Exhibits. Therefore, should additional information need to be included in the 

NDPA (for specific State purposes), we advise that these additional sections NOT be referred to as 

Exhibits. Please refer to them as appendices, addendums or similar. 
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11. Overview for completing a Standard NDPA 

(District initiating the process - most common) 

STEP 1: (Originating LEA Responsibility) Originating LEA completes: 

• Page 1 

• Preamble (including the check box if Exhibit “G” is being incorporated into the NDPA) and Notices 

information. 

o Do not sign the document until you have received / agreed terms with the 

Vendor/Provider. 

• Exhibit “A” (if known) 

• Exhibit “D” - do not complete until disposition of data is required/requested. 

• Exhibit “E” - page 1 only 

• Exhibit “G” (if being incorporated) 

• Originating LEA sends to Vendor for completion/signatures. 

STEP 2: (Vendor Responsibility) Vendor completes: 

• Preamble Notices information 

• Exhibit “A” - please ensure ALL covered product/resource NAMES are provided on this Exhibit. 

o Specific information is required by the LEAs to correctly enter the NDPA onto the SDPC 

Resource Registry and ensure both parties are legally bound. 

• Exhibit “B” 

• Exhibit “D” - do not complete until disposition of data is required/requested. 

• Exhibit “E” - page 1 only 

o Vendor/Providers are advised to include a generic email address for all future 

correspondence, so this does not have to be consistently updated (due to staff turnover, 

for example). 

• Exhibit “F” 

• NO redlines permissible on Standard Clauses or Contract Terms. 

o If redlines are required anywhere in the NDPA, please use a Vendor-Specific or District- 

Modified Agreement. 

• Send a copy of the executed Agreement to the LEA. 

STEP 3: (Originating LEA Responsibility) Originating LEA must: 

• Review the completed NDPA to ensure that the vendor has been comprehensive in their 

declarations. 

• Complete pages 1-3 of the agreement and sign. 

• Create two PDF documents (one full NDPA signed Agreement, one standalone file containing just 

Exhibit “E”), ensuring correct protocols are followed. 

• Upload both documents to the SDPC Resource Registry. 

o Ensure that the correct NDPA Agreement type is selected 

▪ Standard: If NO modifications have been made 

▪ Vendor-Specific or District-Modified: If Exhibit “H” is included in the NDPA v2. 

• Send a copy of the countersigned Agreement to the Vendor. 

o PLEASE NOTE: If using a Vendor-Specific NDPA, you should wait for your Agreement to be 

approved and listed as ‘Active’ on the Registry by Alliance Admin before sending to the 

Vendor. 
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Further Training Guides are available on the SDPC Resource Registry > Help > User Trainings. 

For information on how to correctly upload your Agreements & Exhibits, please refer to the Preparing 

Agreements and Exhibits for upload Training Guide. 

https://cdn.ymaws.com/www.a4l.org/resource/resmgr/files/sdpc-training-guides/training_file-upload.pdf
https://files.a4l.org/privacy/SDPC_Training_Guides/TRAINING_GUIDE_Preparing_files_for_upload.pdf
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FAQS / NOTES ON STANDARD CLAUSES AND EXHIBIT(S) 

 

Preamble 

In the Standard NDPA, Exhibit “E” is no longer optional. The Vendor must sign Exhibit “E” as well as the 

main signature blocks. 

If a Vendor does not want to sign Exhibit “E”, then a Vendor-Specific or District-Modified NDPA version 

should be used. 

The Exhibit “H” checkbox has been removed from NDPA v2 and is only available on the Vendor-Specific or 

District-Modified NDPA version. If the Parties desire to change any terms, use the ‘Vendor-Specific’ Agreement 

or ‘District-Modified’ Agreement. All Alliances with an Exhibit “G” in their standard NDPA template are required 

to make available ‘Vendor-Specific’ and “District-Modified’ templates that incorporate the same Exhibit “G” text. 

 

Standard Clauses 

1.2  Description of Products and Services 

Vendor/Provider may not make any change to Exhibit “A” via an Addendum, except adding or deleting 

products or services (please refer to the NDPA for the full description and any restrictions). 

The Vendor must notify the LEA, in accordance with the notification provisions of this DPA, of the 

existence and contents of an Addendum modifying the Products and Services (Exhibit “A”). The LEA will 

have thirty (30) days from receipt to object to the Addendum. If no written objection is received it will 

become incorporated into the DPA between the parties. 

Please refer to Appendix B in this document for a copy of the Addendum template. 

1.3  Student Data to be provided 

The NDPA v2 will now always list a superset of data elements created by the application/resource. No 

longer will Exhibit “B” be unique for the LEA. LEAs can choose to indicate a smaller set of data elements 

actually being shared with the Vendor through a new SDPC Resource Registry enhancement. 

The Vendor must notify the LEA, in accordance with the notification provisions of this DPA, of the 

existence and contents of an Addendum modifying the Schedule of Data (Exhibit “B”). The LEA will have 

thirty (30) days from receipt to object to the Addendum. If no written objection is received it will become 

incorporated into the DPA between the parties. 

Please refer to Appendix B in this document for a copy of the Addendum template. 

5.4  Data Breach 

'White hat' security researchers who find a vulnerability and responsibly disclose it directly to the 



National Data Privacy Agreement v2: Usage Guidance and Development Processes April 2025, version 2.4 

Copyright © Access 4 Learning Community  Page 12 of 29 

vendor/provider have not compromised the security, confidentiality or integrity of Student Data (e.g. 

unless addressed in State-specific data breach law for the purposes of this agreement, where a vendor 

has an established vulnerability disclosure policy. a white hat researcher accessing data for the sole 

purpose of providing a vulnerability report shall not alone trigger the mandatory data breach notification 

requirements of the agreement absent additional evidence of a data breach). 

 

Exhibit A: Products and Services 

Vendor may not make any change to Exhibit “A” via an Addendum, except adding or deleting products or 

services (please refer to the NDPA for the full description and any restrictions). 

The Vendor must notify the LEA, in accordance with the notification provisions of this DPA, of the 

existence and contents of an Addendum modifying Exhibit “A” (Products and Services). The LEA will have 

thirty (30) days from receipt to object to the Addendum. If no written objection is received it will become 

incorporated into the DPA between the parties. 

Addendum template and process (Appendix B) 

A template (Appendix B) has been included in this Usage Guide should Vendors need to make changes to 

Exhibit “A” or Exhibit “B” - as per sections 1.2 (Description of Products and Services) or 1.3 (Student Data 

to Be Provided) in the NDPA. 

Vendor non-members: Please request a copy of the Addendum by emailing 

ndpa_requests@A4L.org. On completing the Addendum, Vendors will have to ensure that ALL 

Originating and Subscribing LEAs are notified. 

Vendor Members: Will complete the Addendum online (in the SDPC Resource Registry), and upon 

submission all Originating and Subscribing LEAs will be notified electronically. 

If an Exhibit “E” was signed prior to the changes in Exhibit “B”, those changes will automatically apply to 

Subscribing LEAs, as well as the Originating LEA, as long as the above process is followed. After 

notification, a Subscribing LEA with concerns about the changes should contact the Vendor directly 

(within the 30 day window) to discuss and possibly negotiate a replacement Agreement. 

Specific requirements for changes that would trigger the need to update Exhibit “A” or Exhibit “B” using 

the Addendum are provided in the NDPA. 

 

 

 

 

mailto:ndpa_requests@A4L.org
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Exhibit B: Schedule of Student Data 

Vendors may edit Exhibit “B” to include ALL the resources (by name) into one column to identify data 

elements.  Data elements collected by product should be identified as required (R) or optional (O).   

Vendors may now include ‘All Products listed in Exhibit “A”’ on Exhibit “B”, so long as the Originating LEA 

ensures that EACH product listed in Exhibit “A” has the correct data elements assigned in the SDPC 

Resource Registry as documented in Exhibit “B”. 

The NDPA v2 requires that the vendor list the superset of data elements collected or created by the 

application/resource. No longer will Exhibit “B” be unique for the LEA. LEAs can choose to indicate a 

smaller set of data elements being shared with the Vendor through a new SDPC Resource Registry 

enhancement. 

The Vendor must notify the LEA, in accordance with the notification provisions of this DPA, of the 

existence and contents of an Addendum modifying the Schedule of Data. The LEA will have thirty (30) 

days from receipt to object to the Addendum. If no written objection is received it will become 

incorporated into the DPA between the parties. 

Addendum template and process (Appendix B) 

A template (Appendix B) has been included in this Usage Guide should Vendors need to make changes to 

Exhibit “A” or Exhibit “B” - as per sections 1.2 (Description of Products and Services) or 1.3 (Student Data 

Provider amends Exhibit A 

(completing the Addendum) 

Originating DPA executed and uploaded onto 

SDPC Resource Registry 

Multiple LEAs subscribe to 

Originating NDPA 

Non-member: Obtains & 

completes the Addendum, and 

sends out to all Originating & 

Subscribing LEAs 

 

Member: Completes Addendum online 

(through SDPC Resource Registry) – all 

Originating & Subscribing LEAs notified 

automatically 

 

LEAs have 30-days to contact the Vendor with any issues. After 

30- days, it is automatically incorporated into the DPA. 
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to Be Provided) in the NDPA. 

Vendor non-members: Please request a copy of the Addendum by emailing 

ndpa_requests@A4L.org. On completing the Addendum, Vendors will have to ensure that ALL 

Originating and Subscribing LEAs are notified. 

Vendor Members: Will complete the Addendum online (in the SDPC Resource Registry), and upon 

submission all Originating and Subscribing LEAs will be notified electronically. 

If an Exhibit “E” was signed prior to the changes in Exhibit “B”, those changes will automatically apply to 

Subscribing LEAs, as well as the Originating LEA, as long as the above process is followed. After 

notification, a Subscribing LEA with concerns about the changes should contact the Vendor directly 

(within the 30 day window) to discuss and possibly negotiate a replacement Agreement. 

Specific requirements for changes that would trigger the need to update Exhibit “A” or Exhibit “B” using 

the Addendum are provided in the NDPA. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Exhibit D: Special Instructions For Disposition Of Data 

After this DPA takes effect, if the LEA has special requirements for the disposition of Student Data that 

are not expressed in 4.6 Disposition of Data, the LEA may fill in this form and deliver it to the Provider. 

Provider amends Exhibit B 

(completing the Addendum) 

Originating DPA executed and uploaded onto 

SDPC Resource Registry 

Multiple LEAs subscribe to 

Originating NDPA 

Non-member: Obtains & 

completes the Addendum, and 

sends out to all Originating & 

Subscribing LEAs 

 

Member: Completes Addendum online 

(through SDPC Resource Registry) – all 

Originating & Subscribing LEAs notified 

automatically 

 

LEAs have 30-days to contact the Vendor with any issues. After 

30- days, it is automatically incorporated into the DPA. 

mailto:ndpa_requests@A4L.org
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The Provider and the LEA must not fill in this form at the initiation of the DPA.  All fillable fields 

have been removed from the Exhibit to reflect this. 

You can use Exhibit “D” at any time or even multiple times during the contract’s life, and at termination. 

Examples: 

1. When an LEA stops using the resource, they could send a request (using Exhibit “D” as a template) 

to the Vendor/Provider requesting all student data be deleted. 

2. At the end of a school year, an LEA may send a request (using Exhibit “D” as a template) to the 

Vendor/Provider requesting all graduating students’ data be deleted. 

3. An LEA may send a request (using Exhibit “D” as a template) to the Vendor/Provider requesting a 

single student’s data be deleted at any time. 

You may not need to use Exhibit “D” if the Vendor/Provider has a standard disposal process which the 

LEA is comfortable with. 

 The Provider and the LEA must not fill in this form at the initiation of the DPA.  All 

fillable fields have been removed from the Exhibit to reflect this. 

You can use Exhibit “D” at any time or even multiple times during the contract’s life, and 

at termination. 

 

 

Exhibit E: General Offer of Privacy Terms 

NDPAs are subject to jurisdictional restraints. Most NDPAs are for a particular state, but in some cases, 

there are multi-state NDPAs. Careful attention should be given to the jurisdiction that each NDPA applies 

to, especially when using Exhibit “E” (General Offer of Terms). 

Exhibit “E” provides the same privacy protections found in the NDPA between an Originating LEA to a 

Subscribing LEA, for the term of the NDPA, who accepts the Vendor/Provider’s signature on the Exhibit 

(“piggyback” agreement). 

In NDPA version 2, the Exhibit “E” has been extended to three pages. Alliances/Districts MUST ensure that 

the relevant information from page 1 (Originating LEA; Provider Name) are included on pages 2 and 3 to 

ensure continuity. 

 
Alliances/Districts MUST ensure that the relevant information from page 1 of Exhibit “E” 

(Originating LEA; Provider Name) are included on pages 2 and 3 to ensure continuity. 

Alliances/Districts MUST ensure that Exhibit “E” remains on  three pages. 

 

Districts must ensure that the correct procedures are followed in creating a PDF copy of the Exhibit “E” 
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for Subscribing LEAs before uploading it onto the SDPC Resource Registry. Should an Exhibit “E” be 

incorrectly uploaded, the Auto-Exhibit “E” Creator will not work for Subscribing LEAs. 

Please review the Training Guides available should you need any assistance (these can be found on the 

SDPC Resource Registry > Help menu > User Trainings). 

 Districts must ensure that the correct procedures are followed in creating a PDF copy of 

the 

Exhibit “E” for Subscribing LEAs, before uploading it onto the SDPC Resource Registry. 

Should an Exhibit “E” be incorrectly uploaded, the Auto-Exhibit “E” Creator will not work 

for Subscribing LEAs. 

Please refer to the Preparing Agreements and Exhibits for upload Training Guide. 

 

If the Auto-Exhibit “E” Creator functionality is being used within the SDPC Resource Registry, then the 

Originating LEA and Provider Name fields on page 1 will automatically be completed on pages 2 and 3. 

Should the Subscribing LEA wish to terminate Exhibit “E”, please refer to the ‘Term & Termination’ clause 

in the NDPA. 

The NDPA v2 will now always list a superset of data elements created by the application/resource.  No 

longer will Exhibit “B” be unique for the LEA. Subscribing LEAs can choose to indicate a smaller set of data 

elements being shared with the Vendor/Provider through a new SDPC Resource Registry enhancement. 

If a Vendor signs the ‘Standard’ NDPA, they MUST sign the Exhibit “E” to enable Subscribing LEAs. A 

Vendor may, but is not required to, sign Exhibit “E” for a Vendor-Specific Agreement. An Exhibit “E” is not 

available for a District-Modified Agreement. 

 
If a Vendor signs the ‘Standard’ NDPA, they MUST sign the Exhibit “E” to enable Subscribing 

LEAs to ‘piggyback’ onto the Originating Agreement. 

 

 

Exhibit F: Adequate Cybersecurity Frameworks 

A list of ‘adequate cybersecurity frameworks’ has been included in the NDPA. The intent of this Exhibit is 

to ensure that Vendor/Provider is implementing adequate cybersecurity measures to protect student 

data. 

All school districts should ensure that AT LEAST one cybersecurity framework is selected by the 

Vendor/Provider when this NDPA is executed. 

The Provider must mark one or more frameworks with which it complies. The Provider may change which 

https://cdn.ymaws.com/www.a4l.org/resource/resmgr/files/sdpc-training-guides/training_file-upload.pdf
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framework it complies with without invalidating or changing the DPA, but must notify the LEA of such 

change in accordance with the notification requirements of the DPA. 

Additional information may be supplied by the Vendor/Provider if they are using other frameworks 

and/or data is being stored outside of the US. 

Where a State’s privacy laws require specific cybersecurity frameworks, the Alliance should indicate this 

in Exhibit “G”. 

 

 

Exhibit G: Supplemental State-Specific Requirements 

The State Supplement is an optional set of terms that will be generated on an as-needed basis by the 

State Alliances. 

The scope of these State Supplements will be to address the requirements of any state-specific data 

privacy statutes and their requirements to the extent that they require terms in addition to, or different 

from, the National Standard Clauses. Exhibit “G” terms should be limited to those mandated by specific 

laws or regulations. Exhibit “G” additions will supplement or replace the referenced standard NDPA 

clause(s). The State supplements will be written so that they will not be edited/updated by individual 

parties. 

 

Exhibit “G” must be uniform for all LEAs in an Alliance. Any changes to Exhibit “G” negotiated between 

Vendor/Provider and LEA, must be identified in Exhibit “H”. 

 

 

Exhibit H: Vendor-Specific and District-Modified 

The only other area of possible NDPA modifications in Exhibit “H”. Exhibit “H” allows for ‘non-state 

mandated’ changes by Alliances, LEAs or Vendor/Providers. When such modifications are agreed upon 

between Vendor/Providers and LEAs are included, and such modifications are set forth in Exhibit “H”, the 

relevant “Vendor-Specific” or “District-Modified” Agreement must be used. Modifications made to the 

standard clause set that are NOT reflected in the Exhibit “H” nullifies the usage of the NDPA moniker. 

 
The scope of Exhibit “G” will be to address the requirements of any state-specific data 

privacy statutes and their requirements to the extent that they require terms in addition 

to, or different from, the National Standard Clauses. Exhibit “G” terms should be 

limited to those mandated by specific laws or regulations. 
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Examples of usage: 

• NDPA Standard Agreement: 

o Exhibit “H” not included. 

o Exhibit “E” automatically included and active. 

• Vendor-Specific NDPA: 

o Either Exhibit “H” ‘agreed to’ changes approved by Alliance OR 

o Alliance has made a policy decision to permit LEA approval of Exhibit “H” ‘agreed to’ 

changes. 

o Exhibit “E” permitted; Vendor option to check box and sign Exhibit “E”. 

• District-Modified NDPA: 

o Exhibit “H” ‘agreed to’ changes not Alliance-approved or allowed by Alliance policy 

decision. 

o Exhibit “E” not permitted. 

o Vendor must sign individual Agreements with each District. 

Exhibit “G” must be uniform for all LEAs in an Alliance. Any changes to Exhibit “G” negotiated between 

Vendor/Provider and LEA, must be identified in Exhibit “H”. 

Exhibit “H” can be used to display simple copies of minimum changes or an entire redline of the DPA. 

 
Any modifications made to the standard clause set that are NOT reflected in the 

Exhibit “H” nullifies the usage of the NDPA moniker. 
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NATIONAL DATA PRIVACY AGREEMENT: DEVELOPMENT AND 
APPROVAL PROCESS 

REVISIONS 

 

A. Project Team(s) Role 

The Legal Project Team is the ongoing approved entity to manage the National Data Privacy Agreement 

(NDPA) draft development and policy and procedures surrounding its usage. This group is made up of all 

Community membership types with work minutes and outputs accessible via the Community site for 

review. The Legal Project Team is the “collection point” for the Community in requesting NDPA 

modifications to the Agreement. 

The Vendor Project Team and SDPC Alliance Leadership Project Team are the ongoing entities to receive 

questions and suggestions for change on the current version of the NDPA. After group discussion, should 

any feedback/suggestion be deemed as ‘changes required’ to the current version of the NDPA, then they 

should be forwarded to the Legal Project Team for review and consideration. 

Legal Project Team Goals: 

• To continue to develop continuity in the NDPA usage across the Alliances/Country, 

• To establish clear, transparent and open change management processes to the NDPA.  

Vendor Project Team / SDPC Alliance Leadership Project Team Goal: 

• To standardize, identify, and streamline opportunities for usage of the NDPA. 

When enough ‘changes required’ have been gathered, the Legal Project Team will appoint a Sub- 

Committee (consisting of no more than 2 Vendor representatives, 2 Alliance representatives, and 2 

neutral parties) to review and draft the next version of the NDPA for Community Review. 

 

B. Leadership Group Role 

As with all SDPC activities, the Membership elected North American Leadership Group (NA-LG) reviews 

the work of the Legal Project Team and has the duty to approve or not approve work deliverables as well 

as schedule and oversee the membership review and approval processes. 

 

C. Naming Conventions 

The North American Leadership Group (NA-LG), in conjunction with the Legal Project Team, is charged 

with developing the standard naming convention for future drafts produced by the A4L Community. It is 

expected that major agreed upon revisions (i.e. numerous new or modified clauses, exhibits or additional 
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guidance) will utilize major release version numbers v1.0, v2.0, v3.0, etc. This will be driven when 

significant changes are made to the draft. 

Should any Community Members find non-substantive issues in the current version of the NDPA (e.g. 

typos, minor word agreement, small Exhibit modifications, etc.), they should inform the Legal Project 

Team, Vendor Project Team or SDPC Alliance Leadership Project Team at the earliest convenience. Minor 

agreed-upon revisions of the current version (e.g. typos, minor word agreement, small Exhibit 

modifications, etc.) will utilize the minor revision edits of v1.1, v1.2, v2.1, v2.2, etc. 

 

D. Membership Input and Community Review 

There will be various “input” modification opportunities into subsequent NDPA releases. The Community 

is notified when a Community Review is underway of the current draft. Any A4L Community member can 

provide feedback to the Legal Project Team at any time between drafts - ideally through the Vendor or 

SDPC Alliance Project Teams. 

The Legal Project Team could determine to conduct multiple Community Reviews of the draft under 

discussion. All comments are gathered and considered for the next version; a final list of all suggestions 

and their inclusion or non-inclusion is provided to the Community. The Legal Project Team then submits 

a draft to the North American Leadership Group (NA-LG) for approval. Should a NDPA Draft release be 

rejected, the Legal Project Team will work with the North American Leadership Group (NA-LG) to address 

any issues raised. Once this is completed, it can be submitted again for the full review process. 

 

E. Approval Process 

The final approved version of the next NDPA is reviewed and voted on by the North American Leadership 

Group (NA-LG) after thorough Community Review. As seen in all successful collaborative communities, a 

general consensus is strived for, but not all parties may have their edits included in the release. 
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Standard Student Data Privacy: Notice & Disclaimer 

Access 4 Learning (“A4L”) and its associated Student Data Privacy Consortium (“SDPC”) have sponsored the 

Standard/Modified Student Data Privacy Agreement (“Agreement”), also referred to as the National Data Privacy 

Agreement. SDPC and its members have endeavored to produce an Agreement that aligns with the Family 

Educational Rights and Privacy Act (“FERPA”) and certain state laws. However, neither A4L nor SDPC guarantee 

that the Agreement addresses compliance with all applicable laws. 

Users assume all risks arising from using the Agreement and by logging in to the SDPC Resource Registry or other 

A4L web sites, accept the terms and conditions of the A4L Terms of Use and Privacy Policy, which may be 

reviewed here. 

Users of the Agreement are advised to consult with their representative state associations or local counsel if they 

have any questions about the Agreement. 

APPENDIX A: OPTIONAL INTRODUCTORY PAGE TEMPLATES 

Introductory Page Template: Alliances to Districts 

[Alliances may copy/paste this introductory page text, or any section thereof, onto their own letterhead and 

send as a SEPARATE document to the NDPA. Do not add it as ‘page 1’ to the NDPA] 

 

Data Privacy Leader, 

This National Data Privacy Agreement V2 (NDPA V2) is being offered to you to utilize as being a member of the [ENTER 

LOCAL ALLIANCE NAME]. The [ENTER LOCAL ALLIANCE NAME] is NOT providing legal services to your district and this NDPA 

is being proposed for use based upon best practices adopted by our Alliance members. You are strongly advised to follow 

your local procedures for obtaining permission to utilize the NDPA before executing any agreements with vendors. 

The following usage guidelines are in place to protect the integrity of the National Data Privacy Agreement (NDPA), as well 

as the expectations of the process adopted by the members of the A4L Community (which includes the Student Data 

Privacy Consortium (SDPC)). Failure to comply with these guidelines will result in the deletion of an Agreement and 

notification to all users of the SDPC Resource Registry. 

Usage Key Components: 

• The NDPA V2 is not intended to be modified in any way. If any modifications are made to the standard clauses, 

Exhibit “G”, or Exhibit “E”, then the Vendor-Specific or District-Modified NDPA must be used. 

o Vendor-Specific NDPA V2 is to be used only when there have been agreed upon edits to the NDPA that are 

intended and approved by the Alliance leadership or designated representative, for ALL Alliance member 

districts. All edits to the standard clauses or state specific clauses in Exhibit “G”, must also be reflected in 

Exhibit “H”. Appropriate check boxes for Exhibit “G” and/or Exhibit “E” should be completed. 

o District-Modified NDPA V2 is to be used only when there have been agreed upon edits to the NDPA that 

are intended to address ONE district’s needs. These edits are not intended to apply to other districts and 

NO Exhibit “E” will be offered. All edits to the standard clauses or state specific clauses in Exhibit “G”, must 

also be reflected in Exhibit “H”. 

https://www.a4l.org/resource/resmgr/docs/legal/a4l_community_terms_of_use.pdf
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Standard Student Data Privacy: Notice & Disclaimer 

Access 4 Learning (“A4L”) and its associated Student Data Privacy Consortium (“SDPC”) have sponsored the 

Standard/Modified Student Data Privacy Agreement (“Agreement”), also referred to as the National Data Privacy 

Agreement. SDPC and its members have endeavored to produce an Agreement that aligns with the Family 

Educational Rights and Privacy Act (“FERPA”) and certain state laws. However, neither A4L nor SDPC guarantee 

that the Agreement addresses compliance with all applicable laws. 

Users assume all risks arising from using the Agreement and by logging in to the SDPC Resource Registry or other 

A4L web sites, accept the terms and conditions of the A4L Terms of Use and Privacy Policy, which may be 

reviewed here. 

Users of the Agreement are advised to consult with their representative state associations or local counsel if they 

have any questions about the Agreement. 

Introductory Page Template: District to Vendor/Provider 

[Alliances/Districts may copy/paste this introductory page text, or any section thereof, onto their own letterhead 

and send as a SEPARATE document to the NDPA. Do not add it as ‘page 1’ to the NDPA] 

[PLEASE NOTE: Your Alliance may have already drafted an introductory page version for use. Please check with 

your Alliance before using these templates] 

 

Data Privacy Leader, 

The following usage guidelines are in place to protect the integrity of the National Data Privacy Agreement (NDPA), as well 

as the expectations of the process adopted by the members of the A4L Community (which includes the Student Data 

Privacy Consortium (SDPC)). Failure to comply with these guidelines will result in the deletion of an Agreement and 

notification to all users of the SDPC Resource Registry. 

The NDPA is being presented as a community created agreement intended to bring all parties together with respect to 

student data privacy obligations. The DPA has been developed with such input from industry experts over many years. 

Having said that, each organization that chooses to use the DPA should ensure that they have received proper approval to 

adopt this agreement. A4L, or any Alliance leadership is not providing any legal advice to each organization with respect to 

the adoption of this agreement to meet local requirements. 

Usage Key Components: 

• The NDPA V2 is not intended to be modified in any way. If any modifications are made to the standard clauses, 

Exhibit “G”, or Exhibit “E”, then the Vendor-Specific or District-Modified NDPA must be used. 

o Vendor-Specific NDPA V2 is to be used only when there have been agreed upon edits to the NDPA that are 

intended and approved by the Alliance leadership or designated representative, for ALL Alliance member 

districts. All edits to the standard clauses or state specific clauses in Exhibit “G”, must also be reflected in 

Exhibit “H”. Appropriate check boxes for Exhibit “G” and/or Exhibit “E” should be completed. 

o District-Modified NDPA V2 is to be used only when there have been agreed upon edits to the NDPA that 

are intended to address ONE district’s needs. These edits are not intended to apply to other districts and 

NO Exhibit “E” will be offered. All edits to the standard clauses or state specific clauses in Exhibit “G”, must 

also be reflected in Exhibit “H”. 

https://www.a4l.org/resource/resmgr/docs/legal/a4l_community_terms_of_use.pdf
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Standard Student Data Privacy: Notice & Disclaimer 

Access 4 Learning (“A4L”) and its associated Student Data Privacy Consortium (“SDPC”) have sponsored the 

Standard/Modified Student Data Privacy Agreement (“Agreement”), also referred to as the National Data Privacy 

Agreement. SDPC and its members have endeavored to produce an Agreement that aligns with the Family 

Educational Rights and Privacy Act (“FERPA”) and certain state laws. However, neither A4L nor SDPC guarantee 

that the Agreement addresses compliance with all applicable laws. 

Users assume all risks arising from using the Agreement and by logging in to the SDPC Resource Registry or other 

A4L web sites, accept the terms and conditions of the A4L Terms of Use and Privacy Policy, which may be 

reviewed here. 

Users of the Agreement are advised to consult with their representative state associations or local counsel if they 

have any questions about the Agreement. 

Introductory Page Template: Vendor Member to Districts 

[Vendor Members may copy/paste this introductory page text, or any section thereof, onto their own letterhead 

and send as a SEPARATE document to the NDPA. Do not add it as ‘page 1’ to the NDPA] 

[PLEASE NOTE: Your organization may have already drafted an introductory page version for use.] 

 

Data Privacy Leader, 

The following usage guidelines are in place to protect the integrity of the National Data Privacy Agreement (NDPA), as well 

as the expectations of the process adopted by the members of the A4L Community (which includes the Student Data 

Privacy Consortium (SDPC)). Failure to comply with these guidelines will result in the deletion of an Agreement and 

notification to all users of the SDPC Resource Registry. 

The NDPA is being presented as a community created agreement intended to bring all parties together with 

respect to student data privacy obligations. The DPA has been developed with such input from industry experts 

over many years. Having said that, each organization that chooses to use the DPA should ensure that they have 

received proper approval to adopt this agreement. 

Usage Key Components: 

• The NDPA V2 is not intended to be modified in any way. If any modifications are made to the standard clauses, 

Exhibit “G”, or Exhibit “E”, then the Vendor-Specific or District-Modified NDPA must be used. 

o Vendor-Specific NDPA V2 is to be used only when there have been agreed upon edits to the NDPA that are 

intended and approved by the Alliance leadership or designated representative, for ALL Alliance member 

districts. All edits to the standard clauses or state specific clauses in Exhibit “G”, must also be reflected in 

Exhibit “H”. Appropriate check boxes for Exhibit “G” and/or Exhibit “E” should be completed. 

o District-Modified NDPA V2 is to be used only when there have been agreed upon edits to the NDPA that 

are intended to address ONE district’s needs. These edits are not intended to apply to other districts and 

NO Exhibit “E” will be offered. All edits to the standard clauses or state specific clauses in Exhibit “G”, must 

also be reflected in Exhibit “H”. 

https://www.a4l.org/resource/resmgr/docs/legal/a4l_community_terms_of_use.pdf
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APPENDIX B: ADDENDUM TEMPLATES 

EXHIBIT A: ADDENDUM 
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EXHIBIT B: ADDENDUM 
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APPENDIX C: ADDITIONAL RESOURCES 

 

Laws 

• Family Educational Rights and Privacy Act (FERPA): 

o https://studentprivacy.ed.gov/ferpa 

 

• Children's Online Privacy Protection Rule: 

o https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-312 

 

• State Student Privacy Laws: 

o https://studentprivacycompass.org/state-laws/ 

 

 

 

Guidance 

• Department of Education Guidance: Protecting Student Privacy While Using Online Educational 

Services: Model Terms of Service: 

o https://studentprivacy.ed.gov/resources/protecting-student-privacy-while-using-online-

educational-services-model-terms-service 

 

• Complying with COPPA: Frequently Asked Questions: 

o https://www.ftc.gov/business-guidance/resources/complying-coppa-frequently-asked- 

questions 

 

• Guide to Student Data Protections Under SOPIPA: For K-12 School Administrators and Ed Tech 

Vendors: 

o https://fpf.org/wp-content/uploads/2016/11/SOPIPA-Guide_Nov-4-2016.pdf 
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