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● Consider the process of buying a house…
○ Home Inspection

○ Purchase Contract

● They are both risk management tools - but they are not 
interchangeable

EDTech’s Trust Problem
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California fined PlayOn 
Sports $1.1 million for 
privacy violations including 
tracking and targeted 
advertising.

EDtech Trust Violations in the 
News



© Access 4 Learning (A4L) Community 2026 SDPC & Unity Convening

● A suite of tools designed to test devices that connect to the internet

● Focused on observing and evaluating network traffic between the 
client/device and the service*

● Built to support both simple checks and deep technical analysis

● Designed for researchers, evaluators, and technologists

● All of the tools are freely available under an open source license.

*We can see a lot, but not everything. We’ll get into the details in a slide or two.

Knock Knock: A Network Analysis 
Toolkit

https://codeberg.org/funnymonkey/knock_knock
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Knock Knock uses simple, open source, mature components

● tshark (part of Wireshark) for capturing network traffic capture
● Python scripts for automated analysis and report generation
● bash scripts to connect components
● DuckDuckGo’s Tracker Radar for attribution

There’s nothing magical about it – just a lot of painfully earned experience on 
what can make good tests go bad.

How it Works
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While we can see a lot, there are things we can’t see.

● If a service does things with data *in their own infrastructure*
○ Cross reference traffic capture against legal docs and agreements

● Processes executed in the browser
○ While we can see javascript heading to the browser, we don’t see how it’s executed
○ We can make some inferences – and sometimes more.

● Anything we can’t decrypt
○ When testing connected devices (streaming media players, connected speakers, etc) we 

generally don’t try to decrypt the data
○ Bricking devices is often discouraged

What We Can’t See
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For each test of a service or device, Knock Knock creates:
● A testing script that defines exactly what was tested
● A network traffic capture for the specific device/service that was tested
● For any web-based service, all cookies set during testing
● For any web-based service, encryption keys generated during testing allowing the 

decryption of network traffic.

A summary report that:
● shows what domains were contacted during testing
● calculates how much traffic was sent to and from each domain
● maps domains to their owners
● for web-based services, shows what domains set cookies
● for web-based services, a timeline graph showing cookies set at different urls

Knock Knock Testing
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Every test requires:

● A device and/or service to test

● A method of capturing network traffic during the test

● A clear, written plan that outlines the steps taken during the test

● A device to analyze data created during testing

Testing Requirements
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Main Components

● Python
● Wireshark
● Firefox/Chrome

Knock Knock can also 
be set up to run on a 
single device as 
capture, analysis and 
testing

The Testing Environment

Raspberry Pi as Router

Analysis Computer Testing Computer

Unfiltered Internet 
Connection
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1. Noise on test machines
2. Browser cookies, cache, and history not cleared prior to testing
3. Additional devices connected to the router
4. Connected to a network with filtering

Reference: https://www.machinegobeep.com/posts/avoiding-messy-and-unreliable-results/

Reasons Tests Get Messy
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1. Prepare to test
2. Test
3. Analyze results
4. Review results

This is testing at its most simple. 1 person, 1 service, 1 test.

Testing 101



© Access 4 Learning (A4L) Community 2026 SDPC & Unity Convening

Running one test is straightforward.

For something to age well, we need additional structure.

If we can’t describe why we make a specific 
observation now, we haven’t documented our work.

If we can’t describe why we made a specific observation 
12 months from now, our work is not adequately reliable

Doing a Simple Thing 1000 times
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In many cases, the same person can fill one or more or all of these roles.

1. Manager - The person (or people) managing the entire test process and ;

2. Tester - The person (or people) running the tests;

3. Analyst - The person (or people) analyzing results.

4. Reviewer - People in the reviewer role provide an additional set of eyes 
over each step of the process. Additional eyes are critical to ensure that 
each step has been followed accurately.

The Testing Process has Four 
Roles
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1. The Manager creates Testing Kits and Analysis Kits.

2. Testing Kits are distributed to and set up by Testers.

3. The Manager starts the Network Traffic Capture device.

4. Testers connect to the Network Traffic Capture device, and run tests.

5. The Analyst collects and analyzes raw test data.

The Testing Process Flow
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https://docs.google.com/file/d/1zXaG1wwhu5_gHON2XseZ5bodEsWCtIBm/preview
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quizlet.com (64) infolinks.com (39) pubmatic.com (33) tappx.com (20) media.net (20) go.sonobi.com (19) technoratimedia.com (19) intentiq.com (18) google.com 
(18) nextmillmedia.com (14) sparteo.com (13) bricks-co.com (12) a-mo.net (11) youtube.com (11) mail.google.com (9) aniview.com (8) sync.aniview.com (8) 
amx1.net (8) trustedstack.com (7) user-sync.fwmrm.net (7) qvdt3feo.com (6) contextweb.com (6) smartadserver.com (6) accounts.google.com (6) 
rubiconproject.com (5) onaudience.com (5) pmbmonetize.live (5) bidswitch.net (4) pippio.com (4) mfadsrvr.com (4) mookie1.com (4) 3lift.com (4) 
casalemedia.com (4) w55c.net (4) adgrx.com (4) insightexpressai.com (4) adnxs.com (4) betweendigital.com (3) tapad.com (3) ipromote.com (3) seedtag.com (3) 
sundaysky.com (3) pxl.iqm.com (3) prebid.a-mo.net (3) connectad.io (3) ingage.tech (3) postrelease.com (3) bidr.io (3) linkedin.com (3) rbstsystems.live (3) 
adotmob.com (3) media6degrees.com (3) deliverimp.com (2) eyeota.net (2) rlcdn.com (2) id5-sync.com (2) d.adroll.com (2) marketiq.com (2) a-mx.com (2) 
adtelligent.com (2) bidmatic.io (2) taboola.com (2) cookies.nextmillmedia.com (2) deepintent.com (2) tribalfusion.com (2) dotomi.com (2) lijit.com (2) agkn.com 
(2) adroll.com (2) ads.avads.net (2) measureadv.com (2) emxdgt.com (2) sitescout.com (2) inmobi.com (2) simpli.fi (2) 360yield.com (2) creativecdn.com (2) 
revjet.com (2) temu.com (2) socdm.com (2) ad-cdn.technoratimedia.com (2) server.cpmstar.com (2) usync.ingage.tech (2) rfihub.com (2) amazon-adsystem.com 
(2) rtb-oveeo.com (2) undertone.com (2) admanmedia.com (2) copper6.com (2) openx.net (2) company-target.com (2) ml314.com (2) playdigo.com (2) 
iqzone.com (2) pbs.optidigital.com (2) krushmedia.com (2) ortb.net (2) adsrvr.org (2) colossusssp.com (2) beacon.lynx.cognitivlabs.com (2) smadex.com (2) 
ex.co (2) sync.a-mo.net (2) quantserve.com (1) sync-service.net (1) eqads.com (1) everesttech.net (1) contacts.google.com (1) sc-static.net (1) onelink.me (1) 
snapchat.com (1) www.google.com (1) ogs.google.com (1) cpmstar.com (1) doubleclick.net (1) tracookiepixel.xyz (1) advolve.io (1) imrworldwide.com (1) 
openwebmp.com (1) minutemedia-prebid.com (1) disqus.com (1) getpublica.com (1) visx.net (1) c.bing.com (1) bing.com (1) adentifi.com (1) ymmobi.com (1) 
mathtag.com (1) pbs.yahoo.com (1) taptapnetworks.com (1) aralego.com (1) ads.pubmatic.com (1) gumgum.com (1) primis.tech (1) rqtrk.eu (1) 
bedrockplatform.bid (1) ipredictive.com (1) thrtle.com (1) id.a-mx.com (1) usw1-cs.amx1.net (1) adform.net (1) adhaven.com (1) bttrack.com (1) tvpixel.com (1) 
resetdigital.co (1) hgrtb.com (1) connatix.com (1) 4dex.io (1) kargo.com (1) gamoshi.io (1) opera.com (1) wp.pl (1) pro-market.net (1) blismedia.com (1) hybrid.ai 
(1) zemanta.com (1) semasio.net (1) adfarm1.adition.com (1) brand-display.com (1) ctnsnet.com (1) mediago.io (1) mxptint.net (1) outbrain.com (1) 
homedepot.demdex.net (1) targeting.unrulymedia.com (1) sync.clearnview.com (1) turn.com (1) s2s.t13.io (1) prebid.media.net (1) ow.pubmatic.com (1) 
pxdrop.lijit.com (1) p2.gcprivacy.com (1) cootlogix.com (1) moloco.com (1) c.appier.net (1) storygize.net (1) smilewanted.com (1) the-ozone-project.com (1) 
marphezis.com (1) csync.loopme.me (1) yahoo.com (1) analytics.yahoo.com (1) sharethrough.com (1) dpm.demdex.net (1) demdex.net (1) i.liadm.com (1) 
bounceexchange.com (1) adkernel.com (1) ad.gt (1) ads.oveeo.com (1) kueezrtb.com (1) fwmrm.net (1) dxtech.ai (1) yellowblue.io (1) liadm.com (1) iionads.com 
(1) e-planning.net (1) us.ck-ie.com (1) vrtcal.com (1) s3xified.com (1) prebid-server.rubiconproject.com (1) cpm.vistarsagency.com (1) criteo.com (1) 1rx.io (1) 
omnitagjs.com (1) yieldmo.com (1) dnacdn.net (1) innovid.com (1) tiktok.com (1) appsflyer.com (1) scorecardresearch.com (1) 

Cookies placed while testing 
Quizlet
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1. http://quizlet.com/  - redirect to https and loads the base HTML 
document and triggers resource loads such as scripts, fonts, bundled JS, 
CSS, endpoints and API calls typical of a React style front end app

2. Cookies Placed
a. First Party Cookies Set: session identifiers, authentication / anonymous user ID, 

feature-flag cookies, event tracking, session measurement
b. Third Party Cookies Set: 

i. Advertising / marketing trackers (often a pixel tracker) 
ii. Analytics / measurement services: e.g. Analytics, behavioral telemetry, conversion 

measurement, AB testing identifiers
iii. Potential for cross-site tracking system, behavioral analytics, advertising attribution

3. TL:DR: Observed traffic from 3rd party behavior ad trackers would 
invalidate use of NDPA, and require FERPA and COPPA parental consent

Analysis of Quizlet Traffic

https://quizlet.com/
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While reviewing a quiz 
on literary terms, the 
student account was 
shown an ad for what 
appears to be an 
online slot machine

Example of Ad Display in Quizlet
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● Set up that test run’s Python virtual environment and install all 
dependencies

● Collect the raw network traffic capture files (Actual App Testing)
● Merge network traffic capture files together into single source file.
● Collect all Testing Kits from different testers into a single location
● Filter single source file (network traffic capture data) into multiple 

individual files, moving filtered files back to respective Testing Kits
● Analyze the data in each individual Testing Kit

All of the processing and analysis occurs in the Analysis Kit.

Processing and Analysis
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Knock Knock can reveal a lot about what happens behind the curtain.

For example, let’s look at ChatGPT.

A straightforward question: let’s plan a vacation!

What type of network traffic will that generate?

Other Testing Observations
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ChatGPT Cookies
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Let’s take a look.

It’s pretty funky.

I wasn’t expecting this.

ChatGPT Network Traffic

https://www.machinegobeep.com/reports/chat-gpt-web-ui-baseline_summary.html
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ChatGPT Network Traffic - 2
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SDPC Next Steps and Discussion
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● Documentation https://www.machinegobeep.com/knock-knock/

● Repository https://codeberg.org/funnymonkey/knock_knock

● Streaming/IOT: A Look at Apple TV Privacy Settings

● One Person, One System, One Test

● Reasons Tests Get Messy

● Test Runs for Quizlet

● Checking AI Checkers

● The Security.txt File and EDTech Apps

Resources/Further Reading

https://www.machinegobeep.com/knock-knock/
https://codeberg.org/funnymonkey/knock_knock
https://www.machinegobeep.com/posts/run-comparisons-using-knock-knock/
https://www.machinegobeep.com/posts/one-person-one-system-one-test/
https://www.machinegobeep.com/posts/#:~:text=Reasons%20Tests%20Get%20Messy
https://www.machinegobeep.com/posts/using-knock-knock-for-simple-evaluations/
https://www.machinegobeep.com/posts/checking-ai-checkers/
https://studentprivacycompass.org/security-txt/

