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Pulse Check: Knowledge of PETs

| could do

PET, who? this pres.
for you
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Common Use Cases of PETs for Education
Linking across agencies/institutions

Training data for development teams/new
applications

What am |

Responding to microdata requests from missing?

researchers

Responding to data requests from legislators,
media, public
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Current Privacy Protection Methods

. Lockdowns
. Data use:

- Rely on contracts (licenses, NDASs)
= Share full copy of data with requestor
= [rusted third parties
. Data release:
o Statistical disclosure controls
m Rounding, swapping, suppression
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Current Privacy Protection Methods — Not Enough!

Full privacy,

. Lockdowns but no utility!

Addtl pair of Data use: Trusting parties
. will adhere to
dhta + addtl > Rely on contracts (licenses, NDAs) contract terms
(e ot el « Share full copy of data with requestor
in new locations . .
= lrusted third parties

. Data release:
SeraLiE o Statistical disclosure controls Full privacy, but
power can = Rounding, swapping, suppression questionable utility!
possibly re-ID
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What Are Privacy Enhancing Technologies (PETs)?

. Cryptographic techniques that increase data protection while
allowing for greater data utility
. Also known as Privacy Preserving Technologies

’ Can enhance hOW data are PETs may not be PETs complement,
- compliant, and do not but don’t replace,
analyzed and/or pUbIIShed guarantee complete DSAs or good
privacy. governance protocols.

PETs are safer and more secure ways to analyze, link, and share data
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How PETs Address These Issues

Input Privacy Output Privacy
ﬂ Privacy preserving record Traditional SDL

linkage (secure hashing) -
Trusted execution v § J Differential privacy
environments / enclaves .
Intermediaries : 'é@: Private query server

E Secure multiparty * ¥ Synthetic data
computation Y

a Homomorphic encryption
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Common PETs and Education Examples

. PPTs in Education project
. Focus on K-12 and higher education

. Conduct stakeholder interviews to:
- Identify existing and abandoned PPT projects
- Elucidate the barriers
- Find entry points to implementation

Early Childhood
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https://georgetown.app.box.com/file/986519442961
https://georgetown.app.box.com/file/986519442961

E] Secure Multiparty Computation (MPC)

Secure multiparty computation (MPC): the process by which two distrusting parties jointly compute a
research query on their datasets, without ever seeing the other’s underlying data.

time-consuming
limited in operations/statistics

only aggregate results released
descriptive statistics

finds overlap in datasets

no trusted third party sees data

requires careful data preparation

X X X X

does not address output privacy

« Examples: Estonia, Virginia, our NCES demonstration, Boston \WWomen'’s Workforce,
Allegheny County Department of Human Services demonstration, DARPA and IARPA
investments
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https://eprint.iacr.org/2015/1159.pdf
https://research.schev.edu/info/Articles/The-Virginia-Longitudinal-Data-System
https://mccourt.georgetown.edu/news/a-federal-government-privacy-preserving-technology-demonstration/
https://www.bu.edu/articles/2021/using-data-science-to-address-the-gender-and-racial-wage-gap/
https://bipartisanpolicy.org/wp-content/uploads/2019/06/Privacy-Preserved-Data-Sharing-for-Evidence-Based-Policy-Decisions.pdf

MPC
Overview

$ Party One

Party 1 encrypts
and uploads its
data to SMC

Party Two m

Party 2 encrypts
and uploads its
to SMC

application

SMC code has been
pre-programmed to add
shares together, and
then calculate the
desired queries.

1 Data are encrypted application
by sharing slivers
o 1 across different
| servers.

Only aggregate results are

released as decrypted data
Result vp
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ﬁ Secure Hashing

Secure hashing: an algorithm that replaces sensitive inputs with a random string of characters (hash)
unique to each original record in the data. Can be used to protect passwords or link across datasets.

generally, not reversible (hash cannot be
decrypted, one way)

NIST-approved, developed Secure
Hashing Algorithms (SHAs)

protects identifying or linkage fields
though other fields may also be disclosive
does not address output privacy

« Examples: Coleridge Initiative's ADRF, Georgia Policy Labs, CAPriCORN in healthcare,
N3C system at NCATS, ASPE at HHS
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https://coleridgeinitiative.org/data-hashing-app
https://gpl.gsu.edu/publications/using-common-hash-values-as-linking-keys/
https://www.capricorncdrn.org/
https://covid.cd2h.org/PPRL/
https://aspe.hhs.gov/data-linkage-evaluating-privacy-preserving-record-linkage-methodology-augmenting-national-hospital

/ SSN: 123-45-6789 SSN: 123-45-6789

\
g? Party One IIO? Party Two

Secure “ ﬁ

Hashing
Ove rVieW spq1 =v3?S(gp\)ll:aa&&q72 spq1 =v3?S@SL\)lI:aa&&q72

Linkage on
hashed inputs

Result
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Secure Enclave

Secure enclave: a virtual computing workspace that enables authorized users to access sensitive data
and securely conduct analysis.

trusted third party sees data (to de-
supports open-ended queries, not limited identify, provision, etc.)
in operations/statistics external users see potentially sensitive
external users cannot download or data
extract data without permission must layer output privacy protections

» Education examples: Washington State Education Research Data Center (ERDQC),
Children’s Data Network, Character Lab, UPenn, Coleridge Initiative

« Other examples: Crypto, industry applications that have trusted code on trusted hardware
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https://erdc.wa.gov/
https://www.datanetwork.org/
https://characterlab.org/research-network/
https://coleridgeinitiative.org/researcher-enclaves

m Party One ﬁ ~

Secure secure
Enclave enclave
Overview
m Party One _
Intermediary’s

5

1
£ Party Two
Link data

secure enclave
\
w\ ‘? ° ah o
—
o
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.[.Iﬁ Differential Privacy (DP)

[

Differential privacy (DP): a method for obscuring identities or attributes in the underlying record-
level data by infusing results/statistics with noise.
reduces re-identification risks for challenging to implement on low levels
individuals or groups in the data (i.e., of geography or unique population
students, programs) groups without adding a lot of noise
provides a formal privacy guarantee (can tradeoff between privacy and accuracy —
guard against threats known today and as you add more “noise” (protection)
those in the future) you move further from true values
useful for known queries no input privacy

» Education examples: U.S. Census Bureau’s Post-Secondary Employment Outcomes,
College Scorecard
» Other examples: Census 2020, Google, Apple, Facebook
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https://lehd.ces.census.gov/data/pseo_documentation.html
https://collegescorecard.ed.gov/assets/FieldOfStudyDataDocumentation.pdf
https://www.census.gov/programs-surveys/decennial-census/decade/2020/planning-management/process/disclosure-avoidance/differential-privacy.html
https://github.com/google/differential-privacy
https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf
https://research.facebook.com/blog/2020/2/new-privacy-protected-facebook-data-for-independent-research-on-social-medias-impact-on-democracy/

Differential Privacy (DP) Overview

Original Suppression Noise Injection
Protecting Your Privacy in a Data-Driven World by Claire McKay Bowen, published by Chapman and Hall/CRC, 2021.
bit.ly/3maky9e
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10
o1

A County 323 + 27 A County 350
B County 4,002 - 24 B County 3,978
] ] D County 5,275 - 35 D County 5,240
Differential  |ECounty 4z 26 |ECounty 443
i ounty 112 + 14 FCounty 126
Prlvacy G County 3,936 - 17 G County 3,919
- H County 230 + 8 H County 238
3
Overview | = C o !

7 | County 87 7

18

= But what about non-numeric fields?
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I~

Student A White Cha?ge StudentA  Asian
Student B Black don'tchange | Stydent B Black
i i Student C Asian change StudentC White
Differential ctudent B White don‘tchange | Student D White
- StudentE AIAN don'tchange | StudentE AIAN
Prlvacy StudentF  White don’t change Student F White
Overview Student G Black don't change | StudentG Black
Student H White change StudentH Asian
Soudlerit| Ak don‘t change | Student| Asian
Student) White don‘tchange | Student) White
Student K White change StudentK White

StudentL White Vdon’tchange StudentL White 7

coin
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What It Takes to Implement

 In addition to laws, statutes, and regulations governing data

sharing and use:
o Leadership and strategic goals
s Build PET integration into budget, learning agendas
o Institutional sign-offs from IT, information security
s Security checks

s Procurement processes for software and code
s PET deployment location, storage

o Staff capacity, funds, and available resources.
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Common Use Cases of PETs for Education (Again)
Linking across agencies/institutions ¥ Q E

PPRL HE
SMC

:: Training data for development teams/new
e Applications

data

Responding to microdata requests from #PE5 @ |
researchers o QR priate

TEE
query server

AT synthetic

@ BEI Responding to data requests from legislators, °

private 1 .
query server medla, pUb“C
differential

privacy
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Our PETs Demonstrations

Completed:
E U.S. Dept of Education postsecondary data demonstration

(report) {
*®  Nebraska Statewide Workforce & Educational Reporting -~
V%  System (report)

° OngOing: nswers
Arkansas CDO Team @ATA

ke ETEP

ﬂ DC Office of Education Through Employment Pathways
@
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https://drive.google.com/file/d/1XyRIgK0dICN9Oxgm2_etCmy4__H0yFnl/view?usp=drive_link
https://georgetown.app.box.com/file/1667722619158?s=eeco6jcix80y28x9gz4q9yqcjgiie02g

e W ot py—

For more info, see our:
GEORGETOWN. MASSIVE

e PETs Primer

UNIVERSITY D AT A e PETs in Ed paper

e PET 101 Trainings
McCourt School of Public Policy INSTITUTE ...and more, on our
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https://mdi.georgetown.edu/privacy-enhancing-technologies/
mailto:stephanie.straus@georgetown.edu

