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About PIPC

PIPC is a non-profit organization with extensive expertise in the student and child privacy legal landscape
and in directly supporting research organizations, policymakers, state and local education agencies,
privacy and child advocates, and education membership associations. We bridge the gap between dense
legal and regulatory requirements and on-the-ground applications that meet the highest ethical and privacy
protective standards.

Our vision is that high-impact stakeholders at every tier will have the information and tools necessary to
protect all children’s fundamental right to privacy. By educating and equipping high-impact groups and
fostering a culture of privacy, PIPC will help create an environment where all children will enjoy privacy-
protected benefits of emerging technologies and data use.

In addition to our grant-funded projects—primarily focused on creating free publications and providing
trainings, news updates, and analysis to policymakers and national organizations—PIPC provides
consulting services in our areas of expertise. This includes personalized trainings and workshops, building
and implementing privacy programs. We also provide memos on issues such as the likely effect on an
organization of new state or federal laws, existing laws applicable to Al in education, the differences in
HIPAA and FERPA'’s deidentification standards, best practices for initial vetting of third party applications
used in R&D projects, and what is permissible under FERPA when creating a unique cross-agency ID for
integrated data systems.




Legal Disclaimer

The information provided in this presentation does not, and is not intended to,
constitute legal advice; instead, all information, content, and materials available
are for general informational purposes only. Information in this presentation
may not constitute the most up-to-date legal or other information. Event
attendees should contact their attorney to obtain advice with respect to any
particular legal matter. No one should act or refrain from acting on the basis of
information in this presentation without first seeking legal advice from counsel
in the relevant jurisdiction. Only your individual attorney can provide assurances
that the information contained herein — and your interpretation of it — is
applicable or appropriate to your particular situation.
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Defining Al

Artificial intelligence is the attempt to create machines that can do
things previously possible only through human cognition.

o The first iteration of Al was “expert systems” - technologists trying emulate human
knowledge by programming extensive rules into computers

o Most of the Al you interact with on an hourly basis is machine learning: finding
patterns in seas of data—correlations that would not be immediately intuitive or
comprehensible to humans—and then using those patterns to make decisions.

Artificial Intelligence in Higher Education: Applications, Promise and Perils, and Ethical Questions by Elana Zeide
https://er.educause.edu/articles/2019/8/artificial-intelligence-in-higher-education-applications-promise-and-perils-and-ethical-qguestions
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https://er.educause.edu/articles/2019/8/artificial-intelligence-in-higher-education-applications-promise-and-perils-and-ethical-questions

Al isn’t just ChatGPT

® Alis also...
o  Online Search Engines
o  Spellcheck
o Navigation Apps
o Facial Recognition
o Recommendations from Amazon, Spotify, or Netflix
o Photo Editing and Filters
o OCRIing PDFs

e Generally, Alis in the business of predictions, with limitations and
opportunities.
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Potential Benefits & Risks of Al

“At the same time, irresponsible use
could exacerbate societal harms such as
fraud, discrimination, bias, and
disinformation; displace and disempower
workers; stifle competition; and pose
risks to national security”

“‘Responsible Al use has the
potential to help solve urgent
challenges while making our world
more prosperous, productive,
Innovative, and secure.”

-Executive Order on the Safe, Secure, and Trustworthy
Development and Use of Artificial Intelligence

e s sese | 4 & PESE I



https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/

Why Children Need Additional Protections*

® Brains are not fully developed
e Lack of experience
e Different conception of privacy

e Potentially more acute harms

*BUT THEY ALSO NEED PROTECTIONS THE DAY THEY TURN 18!
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Potential Harms

Health & Safety Is a stranger or someone dangerous able to communicate with my child or learn
where my child lives?

@' Over-Collection How much information is being collected about my child?
& Over-Surveillance
/ The Permanent Record Will my child’s mistakes be recorded forever?
Loss of Opportunity What information will be used to make determine which opportunities
my child doesn’t have access to?
fj’é Equity Concerns What if the information is biased? What if it is used in an inequitable way?
~7 What if my child and | can’t or don’t have access to the information or technology?
((a Age-inappropriate Content Is my child accessing content that isn’t appropriate?
o< o : A . 2 :
ﬂr@ Social Harm Is my child being cyberbullied or stigmatized?
Commercialization Are companies selling my child’s data or targeting advertising to them?
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PHYSICAL ECONOMIC
HARMS HARMS
REPUTATIOMNAL DISCRIMINATION
HARMS HARMS
|
RELATIONSHIP AUTONOMY
HARMS HARMS
n Coercion
[ Manipulation
PSYCHOLOGICAL Failure to Inform
HARMS Thwarted Expectations
Lack of Control
Emational Distress Chilling Effects
Disturbance

Privacy Harms by Danielle Keats Citron and Daniel J. Solove
https://papers.ssrn.com/sol3/papers.cfm?abstract id=3782222
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When we talk about harms, what do we mean?
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3782222

When we talk about harms, what do we mean?

B Harm Description h

Physical Harms Result in bodily injury or death
Economic Harms Monetary losses or aloss in the value of something
Reputational Harms Injuries to an individual’s reputation and standing in the community (whether information is

accurate or inaccurate)

Psychological Harms | Emotional Includes a wide range of emotions, including annoyance, frustration, fear,
Distress embarrassment, anger, and various degrees of anxiety.

Disturbance Unwanted intrusions that disturb tranquility, interrupt activities, sap time, and
otherwise serve as a nuisance.

Relationship Harms Causing damage to important relationships—whether personal, professional, or organizational—
that are important for one’s health, well-being, life activities, and functioning in society because
someone did not maintain the confidentiality of information they were given and therefore
damaged trust.

Privacy Harms by Danielle Keats Citron and Daniel J. Solove
https://papers.ssrn.com/sol3/papers.cfm?abstract id=3782222
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3782222

When we talk about harms, what do we mean?

Harm Description

Autonomy Harms Coercion Impairment on people’s freedom to act or choose
Restricting, Manipulation Undue influence over people’s behavior or decision-making
undermining, inhibiting,

or unduly influencing Failure to Inform | Failure to provide people with sufficient information to make decisions
people’s choices

Thwarted Information collection, use, or sharing that undermines people’s
Expectations choices

Lack of Control Inability to make meaningful choices about one’s data or prevent the
potential future misuse of it

Chilling Effects Inhibiting people from engaging in lawful activities

Discrimination Harms Entrenching inequality and disadvantaging people based on gender, race, national origin,

sexual orientation, age, group membership, or other characteristics or affiliations. Can
involve curtailment of autonomy, but also involves unequal treatment that creates shame
and stigma and the societal consequence of further entrenching disadvantages.

Privacy Harms by Danielle Keats Citron and Daniel J. Solove - https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3782222
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https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3782222

Al Risks for Government

e Risks involving data use and data
privacy;

e Risks involving the accuracy, bias,
and reliability of outputs; and

e Risks that undermine government
authority and accountability.
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Risks involving data use and data privacy

“When you are denied the freedom to
decide how your data is used—including
whether and when private vendors can
access your data or whether an agency
will use data from commercial databases
to make decisions about you—your privacy
is undermined.”
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Risks involving data use and data privacy

“Across the country, Al systems procured
by government agencies are built on top
of this commercial data, meaning that
information you did not provide to the
government—including your social media
posts and browsing behavior—can
influence the decisions that government
Al systems make about you.”
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Accuracy Risks: When Al Makes Mistakes

“Because Al systems make inferences about
people based on average trends in data, their
outputs are generalizations about how people
behave. When an Al system is used to make
determinations about someone who falls
outside the mean, the difference between a
generalization and reality can undermine
government decision-making; where a human
case worker might see nuance, an Al system
sees just one more data point.”

mesiimomese A & PESE
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Accuracy Risks: When Al Makes Mistakes

“Al systems can exhibit harmful biases that
undermine government decisionmaking.
Because these systems are trained to
recognize patterns in historical data, any
historical biases will be reflected in Al
decisions...When government Al systems
base their determinations on biased data,
their outputs can perpetuate harmful
biases and strip marginalized beneficiaries
of the government benefits they deserve.”

4 | PESC




Accountability Risks: Undermining Government

“IM]any government Al systems operate without
much human oversight and without meaningful
opportunities to dispute their outputs. Most
companies that provide Al systems to government
agencies maintain that the logic of their systems is
proprietary, so agencies are forced to rely on
contractors to operate Al systems without
understanding how those systems function. Without
understanding how automated decisions are made,
neither agency officials nor the public can readily
challenge inaccurate or biased Al decisions.”

s o sy marese A e PESE




Accountability Risks: Undermining Government

“When a government agency procures an
Al system to make decisions about you, it
also outsources its decisionmaking to a
private vendor. And those vendors can
keep the procedures their Al systems use
to make decisions a secret by claiming
that the software and machine-learning
models behind their Al systems are
proprietary business information.”

s o sy marese A e PESE
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Children and students are uniquely
vulnerable to privacy violations, and
their futures are more likely to be
damaged by Al harms.
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Algorithmic Harms in Education

® Al systems can inadvertently perpetuate historical biases and
inequalities in the education system

® Algorithms are opaque and it is harder to identify when students may
be harmed

® Students have limited control in the educational environment

o “Participation in...education in the United States now implicitly requires that students
consent to sharing their personal information with third parties with little transparency
or control over their own information.” Cecilia Parks
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What Does Harm from Al Look Like in Education?

The FTC opened an investigation into the
misleading marketing of a security technology
company that provides Al powered weapons
detection scanners to schools. The company
markets their scanners as faster than traditional
metal detectors, but an investigation has shown that
the scanners have a high false alarm rate and miss
detecting some weapons. - The 74

Plagiarism detection tools often produce false
positives and can penalize students unfairly. They
were likely used against Harvard's former president
Claudine Gay, who was forced to step down after
being accused of plagiarism based on dozens of
examples flagged by an Al software. - The Markup

e s sese | 4 & PESE I

Al detection tools used in universities falsely
accused non-native English speakers of cheating,
causing significant harm to their academic
reputations. These tools relied on flawed
algorithms that misinterpreted innocent behaviors
as cheating, highlighting the risks of algorithmic
bias in educational settings. - The Markup

Wisconsin’s Dropout Early Warning System
(DEWS) identifies students at risk of dropping out
based on various factors including test scores,
disciplinary records, free or reduced lunch status,
and race. It was found to disproportionately label
students of color as "high risk" and generate false
alarms, leading to concerns about racial bias in
the algorithm. - The Markup



https://themarkup.org/machine-learning/2024/01/10/plagiarism-detection-tools-offer-a-false-sense-of-accuracy
https://themarkup.org/machine-learning/2024/01/10/plagiarism-detection-tools-offer-a-false-sense-of-accuracy
https://themarkup.org/machine-learning/2023/08/14/ai-detection-tools-falsely-accuse-international-students-of-cheating
https://themarkup.org/machine-learning/2023/04/27/false-alarm-how-wisconsin-uses-race-and-income-to-label-students-high-risk

What Does Harm from Al Look Like in Education?

The International Baccalaureate Organization's Schools are considering installing location-
(IBO) used an undisclosed algorithm to determine tracking technology, which uses radio frequency
final grades in lieu of traditional exams due to scanners to track students' phones with high
COVID-19, leading to lower-than-predicted results accuracy. Despite claims of safety benefits,

for many students and affecting their admissions to there's no evidence to show that this technology
universities. - Medium effectively prevents school shootings. - CNET
The Pasco Sheriff's Office in Florida maintains a Hundreds, potentially thousands, of former Los
secret list of children deemed at risk of criminal Angeles students' detailed mental health records
behavior based on factors like academic were exposed online following a ransomware
performance and exposure to trauma, which may attack on the school district, with student
perpetuate bias and violate privacy law. Parents are psychological evaluations, including medical
unaware if their children are on the list, and legal histories and academic records, leaked to a dark
experts question the legality of using sensitive web site by a ransomware gang. - The 74

student data for law enforcement purposes without
proper consent or oversight. - Tampa Bay Times
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https://gaurang-ruparelia02.medium.com/the-ib-may-2020-results-scandal-c4bfab6f8e6f
https://projects.tampabay.com/projects/2020/investigations/police-pasco-sheriff-targeted/school-data/
https://www.cnet.com/tech/mobile/how-schools-may-use-kids-phones-to-track-and-surveil-them/
https://www.the74million.org/article/trove-of-l-a-students-mental-health-records-posted-to-dark-web-after-cyber-hack/

What Does Harm from Al Look Like in Education?

The Federal government has supported the creation
of "fusion centers" since 2001, where officials gather
and analyze information on terrorism, homeland
security, and criminal justice. With a focus on school
safety, fusion centers are increasingly using high-
tech surveillance, including social media monitoring,
to predict and prevent potential threats.

- EdSurge

Naviance, a college guidance software, targets
students with paid advertisements from colleges
and universities based on their location, academic
ability, majors of interest, and even race. Racial
targeting and disguised advertising can have
massive impacts on students. - The Markup

Universities are incorporating students' race into
predictive models to assess the likelihood of
student success, raising concerns about potential
bias and steering students towards certain majors
or classes. Investigation revealed racial
disparities in risk scores assigned to students.

- The Markup

The Lockport City School District implemented a
facial recognition security system called AEGIS,
aimed at identifying potential threats like sex
offenders or unauthorized individuals. The New
York Civil Liberties Union filed a lawsuit against
the state education department, urging for more
scrutiny and regulation of facial recognition
technology in schools. - WBFO
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https://www.edsurge.com/news/2018-07-11-secret-fusion-centers-and-the-search-for-the-next-school-shooter
https://themarkup.org/machine-learning/2022/01/13/college-prep-software-naviance-is-selling-advertising-access-to-millions-of-students
https://themarkup.org/machine-learning/2021/03/30/texas-am-drops-race-from-student-risk-algorithm-following-markup-investigation
https://www.wbfo.org/education/2020-06-24/facial-recognition-in-lockport-schools-best-technology-in-the-world-or-not-proven-to-work

Existing Laws

e s sese | 4 & PESC I




Relevant Laws

e Family Educational Rights and Privacy Act (FERPA)
e Children’s Online Privacy Protection Act (COPPA)

e Equal Protection Clause of the U.S. Constitution

e Title IX of the Education Amendments of 1972

e The Americans with Disabilities Act (ADA)

e Section 504 of the Rehabilitation Act (Section 504)
e Section 5 of the FTC Act

e Title VII of the Civil Rights Act of 1964

e Copyright Act of 1976
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FERPA and Algorithms

e Access: Eligible students and parents may need to access an
algorithmic model to determine whether records are accurate

e Explanation of records: Eligible students and parents must be

given enough information to understand and interpret information
In education records

o This includes explaining how automated decisions in education
records were made

e s sese | 4 & PESE I
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FERPA and Algorithms

e Amend: Eligible students and parents have the right to contest
and amend records that are inaccurate, misleading, or a violation of
privacy

O Predictive algorithms may create inaccurate or misleading records

e s sese | 4 & PESE I




COPPA and Al: NPRM

e Secondary Use: Restrictions on using data for product
Improvement and development (audio files and education data)
o Education data cannot be used to develop different products (including
data sets to train algorithms)
o May restrict the ability to create diverse sets of training data and
beneficial education innovation

e Data Retention: Data cannot be retained indefinitely
o Implications for Al products built using PlI
o Value of de-identifying data to be used to train algorithms
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Civil Rights and Al

e Civil Rights Laws Potentially Implicated
o Title VII of the Civil Rights Act of 1964
o Title IX of the Education Amendments of 1972
o The Americans with Disabilities Act (ADA)
o Section 504 of the Rehabilitation Act (Section 504)

e Discriminatory Impact: Algorithms can discriminate against students if
trained on biased or unrepresentative data
o Al systems that incorporate protected characteristics may violate anti-discrimination laws
if racial or ethnic minorities are disproportionately flagged or receive disparate treatment
o Schools may be required to provide reasonable accommodations to students that
struggle to use certain Al-powered learning or assessment tools

e s sese | 4 & PESE I
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Consumer Privacy Laws

e Opt-out of automated decision making: Numerous state
consumer privacy laws give consumers the right to opt out of automated

decision-making that produces legal or similar significant effects
o Including effects on education enroliment or opportunities
o Automated decision making may include profiling consumers based on
their “performance at work, economic situation, health, personal
preferences, interests, reliability, behavior, location or movements”

Decisions made in the educational environment have the potential to
produce significant effects that follow students for a lifetime
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In many ways, the biggest
challenges—and the greatest
solutions—related to Al in K-12 are
preexisting challenges about the
adoption and use of education
technology.
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We Don’t Need to
Recreate the Wheel
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Helpful Resources on Al
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Games to Learn About Al Risks

Most Likely Machine - predictive yearbook awards
Moral Machine (press “start judging”) - self-driving cars
Cop Out: Automation in the Criminal Legal System
COMPAS risk assessment - criminal justice
sentencing

e Survival of the Best Fit - hiring
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https://mostlikelymachine.artefactgroup.com/
https://www.moralmachine.net/
https://copout.tech/
https://www.technologyreview.com/2019/10/17/75285/ai-fairer-than-judge-criminal-risk-assessment-algorithm/
https://www.survivalofthebestfit.com/game/
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Al Resources Written by PIPC Staff
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Helpful Resources on Children and Al

Algorithmic Rights
and Protections
for Children

Mizuko Ito, Remy Cross, Children
2.0 | NOVEMBER 2021

Karthik Dinakar,
and Candice Odgers
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Recommended Books
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Questions?

amelia@publicinterestprivacy.or
g
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