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Overview:

● Utah
○ Our Laws
○ Our Team
○ Our State
○ Our Ecosystem
○ Our Infrastructure

● Resources
○ For Educators
○ For Administrators
○ For Front Desk
○ For Records
○ For Parents
○ For You
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Our Laws

Federal Law

● FERPA - 20 USC 1232g & 34 CFR 99

● PPRA - 20 USC 1232h & 34 CFR 98

● COPPA - 16 CFR Part 312

Utah State Law

● Utah PPRA - 53E-9-203

● Student Data Protection Act - Title 53E, Chapter 9, Part 3

● Utah Student Privacy Act - 53E-9-204

● HB 491 - Data Privacy Amendments (2024)

Board Rule

● Public School Data Confidentiality & Disclosure - R277-487

https://www.law.cornell.edu/uscode/text/20/1232g
https://www.law.cornell.edu/cfr/text/34/part-99
https://www.law.cornell.edu/uscode/text/20/1232h
https://www.law.cornell.edu/cfr/text/34/part-98
https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/childrens-online-privacy-protection-rule
https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-S203.html
https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-P3.html
https://le.utah.gov/xcode/Title53E/Chapter9/53E-9-S204.html
https://le.utah.gov/~2024/bills/static/HB0491.html
https://rules.utah.gov/publicat/code/r277/r277-487.htm#T3
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Our Laws

Section 301: Provides definitions for terms used in the part, including 

“adult student,” “aggregate data,” “biometric identifier,” and “data 

breach.”

Section 302: Outlines the governance of state student data protection.

Section 303: Details the governance of local student data protection.

Section 304: Discusses student data ownership, access, and 

notification procedures in case of a significant data breach.

Section 305: Addresses the collection of student data, including 

prohibitions, requirements for student data collection notices, and the 

necessity of written consent.
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Our Laws

Section 306: Covers the use and expungement of student data, 

including rulemaking and disciplinary records.

Section 307: Relates to securing and cataloging student data.

Section 308: Deals with sharing student data, including 

prohibitions and requirements for student data managers, as well 

as authorized student data sharing.

Section 309: Pertains to third-party contractors.

Section 310: Specifies penalties for non-compliance with the 

provisions of this part.
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Structure

● 15 Board Members
○ Representing each congressional 

district
○ Partisan

● Superintendent Dr. Sydnee Dickson
● 6 individuals employed on the privacy team
● Data manager and ISO at each 

district/charter
------------------------------------------

● Annual Compliance Check (Nov. 15)
○ Annual Privacy Notices and Policy 

Documents
○ Metadata Dictionary is displayed
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UTAH LEA Privacy Compliance Review - 2023-2024
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NEW PILOT

We are revamping our privacy compliance review!
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UTAH
Our Team
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SESSION PRESENTERS

Session Presenter

John Lyman

USBE

How I came to Student Data Privacy:

• B.S. Adolescent Developmental Psychology.  

• 20 year in Afterschool Programming (8-14 years old)

• M.Ed. Instructional Design and Educational Technology.

• Work with-

○ Data Privacy Agreements 

○ App Vetting

○ Records Management 

○ Content Creation

○ A.I.

• 2 children who are members of Gen Z.

• Rock Musician. 
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Meet the Utah Student Data Privacy Team

Katy Challis

Director of 
Privacy

John Lyman

Student Data 
Privacy Specialist

Nicole Sanchez

Student Data 
Privacy Specialist

Melissa Preziosi

Data Privacy and 
Governance

Jeremy Zabriskie

Data Privacy and 
Security Specialist

Nichole Clark

Administrative 
Assistant
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Our State
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OUR STATE

Population – 3,381,000 (30)

Metro Population – 2,700,000

83% of the population is highlighted.
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OUR STATE

Population – 3,381,000 (30)

Metro Population – 2,700,000

83% of the population is highlighted.
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Our Ecosystem

155 LEAs

41 Districts

114 Charter Schools
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Our Ecosystem
# Districts Ave. Enrollment 

per District
Ave. # 

Schools per 
District

Total 
Enrollment

% Total State 
Enrollment

Tiny rural 5 300 3.6 1,600 0.2%

Small rural 16 2,500 7.8 40,000 6%

Small suburban/urban 5 6,400 8.6 32,000 5%

Medium suburban/urban 6 14,500 20 87,000 13%

Large suburban/urban 6 35,500 44 213,000 32%

Mega suburban/urban 3 71,000 86 213,000 32%

# Charters Ave. Enrollment 
per Charter

Ave. # 
Schools

Total 
Enrollment

% Total State 
Enrollment

114 700 1.1 79,000 12%
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UTAH
Our Infrastructure
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Laws
Two state privacy/security laws: 
● One is like PPRA*, but a 

little stricter.
● The other is largely about 

contracts with vendors, 
data governance, and data 
breach response processes.

Our Infrastructure

Funding
● 6 people employed at state

level.
● The state also pays for our 

membership in the Student 
Data Privacy Consortium.

● Districts and charters don’t 
receive any funding
regarding privacy or 
security. 

Oversight
● LEAs are required to do 

certain things, but it’s not 
punitive in nature. We work 
with them to become 
compliant.

● Good relationship with LEAs, 
though.
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Our Infrastructure

Trainings “Technical support” 
(answer lots of questions) Support for SDPC

Manage data governance at the 
state office

Work with state school board on 
policies/board rule. Work with 

legislators on legislation
Investigate Complaints and Data 

Incidents

Create training materials and 
model documents

Annual Privacy Compliance 
Review

Evaluation/Creation 
Feedback Loop
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UTAH
Our Resources

For Educators
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Resources: For Educators
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Resources: For Educators
• FERPA Introduction

• Parent Rights

• FERPA Exceptions

• Directory Information

• School Official

• Studies Exception

• FERPA & Technology

• Websites and APPS

• Student Data Protection Act*

• Utah FERPA*

• Security Basics

• Storing Records

• Malware Attacks
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Resources: For Educators
• FERPA Introduction

• Parent Rights

• FERPA Exceptions

• Directory Information

• School Official

• Studies Exception

• FERPA & Technology

• Websites and APPS

• Student Data Protection Act*

• Utah FERPA*

• Security Basics

• Storing Records

• Malware Attacks

The teacher relicensure 

course has had over 8,000 

participants in the last year.
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Resources: For Educators
E1 – What is Security?

E2 – Secure Authentication

E3 – Identifying Social Engineering Attacks

E4 – Handling Sensitive Data

E5 – Causes of Unintentional Data Exposure

E6 – Identifying and Reporting Incidents

https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
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Resources: For Educators
E1 – What is Security?

E2 – Secure Authentication

E3 – Identifying Social Engineering Attacks

E4 – Handling Sensitive Data

E5 – Causes of Unintentional Data Exposure

E6 – Identifying and Reporting Incidents

Agent FERPA covers the 

CIS-17 Controls. We’ll be 

adding the new guidance to 

the playlist soon!

https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
https://www.cisecurity.org/controls
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UTAH
Our Resources

For Administrators
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Resources: For Administrators
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Resources: For Administrators
Our admin resources and 

annual compliance check 

identify areas for LEAs to 

improve, which has led to 

increased compliance with 

privacy law.
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Resources: For Administrators
We’re constantly looking for 

opportunities to support, 

provide guidance, and create 

useful resources for our 

LEAs. 
• Spring and Fall training

• Legislative Updates

• Working with PTAC

• Tabletop Exercises

• Privacy in Play (Scenario Based Activity)

• Local Group Involvement

• TCC – Technology Coordinator Council

• UCET – Utah Coalition for Educational Technology

• UETN – Utah Educational and Telehealth Network

• Monthly SDPC webinars

• Quarterly Appointed Record Officer Newsletters

• State & National Conferences
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UTAH
Our Resources

For Records



© Access 4 Learning (A4L) Community and PESC &

Resources: For Records
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Resources: For Records
Utah’s Educational AROs are 

the leading sector in State 

government in regard to 

records certification.
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Resources: For Records

• Introduction

• Utah Laws

• Record Life Cycle

• Classification & Appraisal

• How to Classify

• Appraisal

• GRAMA Intro

• Private, Controlled, Protected

• GRAMA Request
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Resources: For Records



© Access 4 Learning (A4L) Community and PESC &

Resources: For Records
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UTAH
Our Resources

For Front Desk
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Resources: For Front Desk
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Resources: For Front Desk

• Cumulative Folder

• Birth Certificates

• SSIDs

• Community Partners

• Law Enforcement

• Refugees, Immigrants and New 

Americans

• Special Education Students

• Custodial Issues

• Annual Training

• Model Documents

• Record Retention
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Resources: For Front Desk

• Cumulative Folder

• Birth Certificates

• SSIDs

• Community Partners

• Law Enforcement

• Refugees, Immigrants and New 

Americans

• Special Education Students

• Custodial Issues

• Annual Training

• Model Documents

• Record Retention

I now have the training & 

support I’ve needed for years. 

It’s so nice to have this 

bookmarked so I can stay 

up-to-date. 
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UTAH
Our Resources

For Parents
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Resources: For Parents
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UTAH
Our Resources

For You!
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Resources: For You

https://www.youtube.com/channel/UCStUxXiWXNPLnDYM0D8OTQQ
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Resources: For You
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Resources: For You
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Resources: For You
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Future Gaze
• Creation of backups

• Cybersecurity fluency

• Data leakages

• Denial of parent record requests

• Expungement/retention not followed

• Improper Directory Information Disclosures

• LEA Breach/Incident Response

• Offboarding

• Parents understanding their rights

• Policies/procedures not communicated to staff

• Protected topics asked without parent permission

• Secure File Transfer

• Student records following the student

• Transcript availability

• Verifying a parent’s FERPA rights
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