SESSION MODERATOR

A4L Updates

Rapid fire!

Monterey Sims

University of Phoenix

—[A sz, 6l PESE |




SESSION PRESENTERS

John Lovell Alex Jackl Mike Reynolds

A4L Community Bardic Systems CedarLabs

© Access 4 Learning (A4L) Community and PESC LA cassd PESE
Co mmL?nty




SESSION PRESENTERS

Ramah Hawley

The Education
Cooperative (TEC)

© Access 4 Learning (A4L) Community and PESC

Steve Smith

Cambridge Public
Schools

4

5, ] [PESE]




RAPID-FIRE Agenda

e SIF Data Model Specification

e SIF Infrastructure Specification

e Privacy Obligation Documents (PODSs)

e SDPC Resource Registry

e National Data Privacy Agreement (NDPA)

e Global Education Security Standards (GESS)
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SIF Data Model Specification

A series of meetings began in July 1998 between Microsoft Corporation in
partnership with 18 other companies on the topic of interoperability between
education applications. The conclusion of these meetings identified that the best

solution was for interested parties to collectively define standards that all software
vendors could adopt.

Common understanding of data objects allows for data to be synchronized through
queries and “real time” events.
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SIF Data Model Specification

Unity Data Model Summary of Changes
ACCGSS 4 SIF Data Model Implementation Specification (NA) 4.3

Learning
. Communlty Updated: September 2, 2022

SIF Specification
Release Location:

V 4.2 Scope: http://specification.sifassociation.org/Implementation/NA/4.3/

1. Grade Passback

2. Standards Based Grading
3. EDFacts Reporting

4. State Requests
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Modern Grade Pass Back (White Paper):
https://data.a4l.org/resources/#Use-Cases



http://specification.sifassociation.org/Implementation/NA/4.3/
https://data.a4l.org/resources/#Use-Cases
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SIF Infrastructure Specification

When SIF was envisioned Microsoft's middleware was new and no web services
standards existed.

Today we leverage REST and further specify how to use it. | doing this we SIF is
approachable, compatible, and capable.

[
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SIF Infrastructure Specification

Data Hubs: The leading Architecture

Pros

e No Application need be a Service Provider

e One source of truth for all queries

e (Queries that span multiple Applications’ data
can be answered

cons

e Query results are only as up to date as the
data sent to the ODS by its Service Consumers
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Privacy Obligation
Documents (PODSs)
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Privacy Obligation Documents (PODs)

POD (Privacy Obligations Document) is a standards
agnostic machine readable document that contains all
data privacy requirements including contract clauses,
privacy obligations, technical control benchmarks, and

other control metadata.

Header

POD - Technical
applicability

Contract

Legal
obligations

Technical
obligations

Data controller
obligations

Data processor Data sub-
obligations processor details
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Automate Contract
Clause Expectations
Exchange and Vendor
Verification

The “POD"”

(Privacy Obligation Document)

Every POD is unique to the relationship
between

o District

o Vendor

o  Application

o Placeintime

Every POD is assigned a unique POD-ID
o Any change to a POD (added
clause, date change, etc.)
will create a new POD and new
POD-ID

POD-IDs can be used to convey
obligations within PODs without having
to exchange the entire POD.
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Creating a POD

DPA = Data Privacy
GEPS . Maps DPA Agreement
Manager In » to data NDPA - National Data
the SDPC elements Privacy Agreement
- for .
Reqistr (Done GEPS = Global Education
g y every DPA) Privacy Standard
SDPC = Student Data
Privacy Agreement
Exhibit G = Supplemental
; State T
Standard State DPA Unique afe erms
L ‘Ihe Exhibit H =
NDPA done 4= ExhibitG |<4=| ExhibitH e rendor
Nationally Clauses Clauses Specific Edits
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A4L Support for PODS

e SIF 3 Infrastructure was extended to support
o POD Sharing and Administration
o Basic Gatekeeping
o (Limited) Enforcement Potential

e Blueprints for retrofitting legacy (CSV/SFTP) workflows with minimal disruptions
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Ongoing activity on PODs

e Mapping to CEDS

ilobal Education Privacy Standard (GEPS) to Common Education Data Standards (CED:!
A4L (SIF) Specifications GDPR Principle GDPR note CEDS Standard
e Mandatory  Char  Type Description XPath GDPR-P. CEDS Name CEDS ID
tiveToDate 0 date Date the address ceases to be active. 1.7 Transparency. AddressEndDate
tact Accountability + Right to
be informed
* M normalizedString Address line 1. 1.7 T Y. 000269
acil Accountability + Right to
be informed
.| normalizedString Address line 2. P 1.7 T Y. P R 000019
ntactl Accountability + Right to
be informed
O  normalizedString Address line 3. 1.7 Transparency,
L Accountability + Right to
be informed
o M normalizedString The city or Suburb part of the address. P 1,7 Transparency, AddressCity 000040
onac Accountability + Right to
be informed
*Province C  gCoreStateProvinceType The state or province or county. P 1.7 T 000267
et Accountability + Right to
be informed
= A efararmintamna THa rrdbnsAda e et Fintaicada ananza

e Vendor Engagement
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SDPC Resource Registry

Remarkable Journey of the SDPC Resource Registry

Mid 2010s: A need identified. Development of the Resource Registry
begins. A comprehensive repository of privacy agreements and
resources.

e Developed for a single district - Cambridge Public Schools
o Offered to other Massachusetts school districts
m Early adopters - California and Texas
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SDPC Resource Registry

Remarkable Journey of the SDPC Resource Registry
Expanding Reach

Adoption by school districts, educational agencies, and vendors
SDPC Resource Registry's growing influence

Facilitating compliance with student data privacy laws
Empowering educators to make informed decisions
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SDPC Resource Registry

Remarkable Journey of the SDPC Resource Registry
Continuous Improvement

e Ongoing updates and enhancements
e Adapting to changing privacy regulations and technology
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SDPC Resource Registry

Nationwide SDPC Stats Today

Countries Participating: 4

Alliances: 26

States With Participating Districts: 31
School Districts Participating: 12,205
Providers Participating: 46
Resources: 9,643
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SDPC Resource Registry

Accessd
Learnir
Community

®

About th

Join the Community source Center News and Events

Massachusetts Student Privacy Alliance

Your Resourcas > Tools

Your District's Agreements ¥

About MSPA

The
Massachusats
2 Student Privacy
Aliance 5.2
collabaration of
Massachusetss
- . schoal districss
that shara
comman concams amund
Studant privacy. Fewd on o

inw Paricipating Dty

How can we help you?

Account Management ¥

Help~

State Alliances
) SELECT a state 1o
(6 st hair atiancs
webste,

SELECT 8 State v

Non-State Alliance
Members

9 SELECT a state 1o
see the non-alliance
members.

Search the Database

Examina student cata privacy
agreement information from
across the state.

Latest District Agreements

Quick Stats

/\, Chack out how you
dIfj aro coms!
Massachusetts Stats

# of Districts Particioating:
s

# of Agresmants Statawida:
851

Your District's Stats
Active Agreements: 159
Declined Agreements: 35
Ingctive Agreements: 171
New Requasts: 11/ Pending

Renewals: 1

Alinnod 0

LAccegs 4
eamin
dhity
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SDPC Resource Reqistry

Manage Agreements:
This is the area of
SDPC'’s Resource

Registry that houses all of
a district’s requests and

P ——"y ey e g s agreements (ac’uve and
low we h ou?
: :
. IT |act|ve) .
Searc
U
- e
G O Actwe Gt Conbact Physecs Cussecom Agreamant:
mmmmm VAR the ot 44 Chtwe tréo
% Fokaing G s Data Elemans:
i s Fosmiohore. 01 2
e
=
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SDPC Resource Registry

Digital Resources

aidrassing the recuired stugent dala peivacy lerms.

.
@ Balow is a list of digtal resgurcas thet have baen vattad for both educationsl alignment end studiant data privecy protections. Both "Approved® and *Mot Appraved" resgurcas are
%

ligted. The infarmaticn ligted includes; Resource Name end Furpose, Campany, Stalus, Grade Level and Cansent Area the resource is usad, and & ink b the conlractiagreement

Finquest 2
H Addianal infermation about Student Data Privecy in Camoridge Public Schoals can ge found hera.
gned and resource is in use.
StatuS KEY  yprovuc wi Guarsian Relaass: Guarcians sizrad s contras Lo allow & fescurcs Lo be used n a specili cassroam with  3pecifi aroup of studees
Mot Approved: Yendor was unable to sign the conract and, thenefare, teachers are not alowed fo use the resource with studerts.
Renewal Pending: Distret has an actve agresment that will sxpire soon and they are in the process to renew with the vendor
Did Mot Pursue: District determined that the resource coss ret align with ecucational poals, therefore, teachers are not allowed to use the rescurce with students.
Show 10 =+ entries Search:
Company Agreamant Agresment Grade
Resource Mame T Hame Agreement Status Type Dales Level Cantent Area Data
Fstdath Hakat Harl Approvad ] Nath
Pupase: For math revies and mam checks in fhrd grade. Also atows
far muitipleynr 5o that sohois can al ry at the same Sma, moch b in
parsan
Polly Py Lingsal D Nt Pursss Nol Approved B10,11,12  Engigh Language
Puvpose: FPolly is an Al bol wiish can b added v Googi Hangouts (Decned Revsoning: The Privacy Policy siefes, s, Instroctionsl
A Gl et Wher Abows rou 1 craate pols sl This can be & “Ths Services ane nal dictea 10 fgidusls Technology. Math,
rel resauvse for Formates Evalustion mhils wning Google iWeel. ungar {6 Seence. Socal
Science. Workd
Language
ABC Mausa AgactLeaming Mol Approved Dactined K English Language
Cie,j for Schools, DecAnad Ressaning: vandor sl nof 85T new A, Insmactionsl
Inz Agrewment Tachnology. Math,
Soenca, Cihar
ABC-Cllo, LLE ABC-Clo Appronnd Agmamant Apprownd: 510,19,12  Liorary Mada
Eshint E ez
Expres:

Close Window

Staff Login =

Stall, don see your rescurce?
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shared via a URL on the
district’s website.
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SDPC Resource Registry

Features

Alliance and/or Nationwide Searches by:

® Manage Agreements

® Add New Reguests
® Company Name e Add New Resources
® Resource Name e Manage DPA Renewals
® Grade Level & Content Area ® Auto Exhibit E Creator
® School District e Manage Accounts
® State ® Manage Users

® Much more...
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National Data Privacy
Agreement (NDPA)

Steve Smith,
Cambridge Public Schools




National Data Privacy Agreement (NDPA)

Brief history - How A4L came to be focused on NDPA

- Originally all Alliances encouraged to develop their own DPAs
- Over time the DPAs organically began to look very similar

- Designated the “Common” Clauses

- 2018/19 created the first NDPA working group

[
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National Data Privacy Agreement (NDPA)

e Further increase consistency across Alliance DPAs

e Standardize the DPA Format so it looks the same across Alliances
e Ease logistics of implementing

e |dentify common legal requirements across jurisdictions

e Provide mechanism to add other jurisdiction specific requirements
e Standardize terminology & definitions across jurisdictions

e Greater impact on, and buy in, from the vendors = Adoption
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National Data Privacy Agreement (NDPA)

NDPA Feature

and is entered into by and between:

Se Ct| on Cove r P ag e [School District Name], located at [Street, City, State] (the “Local Education Agency” or “LEA”) and
[Provider Name), located at [Street, City, State] (the “Provider”).
= _ = WHEREAS, the Provider is providing educational or digital services to LEA.
Se Ctl on P ag € 2 O pt|0 ns WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
. . . other regulated data exchanged between them as required by applicable laws and regulations, such as the Family
Section Pag e 3-Si gn atories Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 99); the Children’s Online Privacy
. Protection Act ("COPPA”) at 15 U.S.C. § 6501-6506 (16 CFR Part 312, applicable state privacy laws and regulations
Section Standard Clauses and
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
Section Exh|b|ts obligations and duties in order to comply with applicable laws and regulations,
L. ) NOW THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:
- A =Descri ptl ons of Services 1. Adescription of the Services to be provided, the categories of Student Data that may be provided by LEA
— to Provider, and other information specific to this DPA are contained in the Standard Clauses hereto.
- B = Schedule of Data ’
- C = Definitions 2. Special Provisions. Check if Required
- n; . . e [T If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are hereb
- D = Directive for Disposition of Data , poemems =e S e '
incorporated by reference into this DPA in their entirety.
- E = General Offer of Terms [ If checked, LEA and Provider agree to the additional terms or modifications set forth in Exhibit
- F = Data Security Requirements L

[1 If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as
General Offer of Privacy Terms

- G = Supplemental State Terms
- H = Additional Terms or Modifications
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National Data Privacy Agreement (NDPA)

B notionel Data Privacy Agreeiner X +

< (5 @ privacy.adlorg

The National Data Privacy Agreement (NDPA) has been community developed and designed to streamline

application contracting and set common expectations between schools/districts and marketplace providers.

reat amount of Community growth and feedback, schools, distri divisions and st s indicated they

needed their own state-specific version of the DPA for larger adoption

Two years later, there was enough commonality between state specific DPAs that a National DPA Project Team

s the US. The NDPA

o]

explored the viability of developing a draft that could be used by any school/district/division acr

ew and comments from all stakeholders and is designed to address common

has been developed with extensive re\

| resources

student data privacy concerns and streamline the contracting processes for users with limited legal or fisca

for "one off" contracts with each of the over 13,000 US school districts.

To find out more and get your needs addr'essed, please join in the conversati by being part of the Consortium.
&=t ) J =l

iew the National Data Privacy Agreement (NDPA)

View NDPA Usage Guidelines (PDF)

o 3 ~ & 90°F Mostly cloudy
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National Data Privacy Agreement (NDPA)

Evolution or latest updates to this work

Today A4L is in one year into the process to develop the NDPA V2
- Improved flow of the DPA

- Improved clauses to incorporate common edits from V1

- Overall a cleaner DPA with each revision

- Not an easy process

[
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Global Education Security

Global Education

Security Standard Standards (G ESS)

Steve Smith,
Cambridge Public Schools




Global Education Security Standards (GESS)

HARDWARE - m o h SN ¥ POLICIES

F Il expe eﬂcet ve.

SOFTWARE . "; . :"t v PROCEDURES
ACn ST R {; \‘ ~ - -~
ACCESS RIGHTS nsure the safety of student data LAWS/GUIDANCE

ENCRYPTION METHODS by developing a system and b i
INFRASTRUCTURE properly educate and train staff. BEHAVIORAL

BEST PRACTICES BEST PRACTICES
F
g

Security & Privacy together help to keep everything safe!

Picture courtesy of CITE.org
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Global Education Security Standards (GESS)

No standard Requirement

“Industry Standards”

“Best Practices”

Some Jurisdictions have mandated control sets; NH,
NY, IL, TX AU NZ

e Most do not

e Everyone is struggling consumers & providers
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Global Education Security Standards (GESS)

Where to start on a Global Education Security Standard?

- ST4S Introduction

- Leverage the work of ST4S

- Mapping ST4S and all relevant frameworks
- ldentify specific controls across frameworks
- Format & publish new set of controls
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Global Education Security Standards (GESS)

@ docs.google.com

171 Matrix

MIST 171 Matrix i &
ST 800 a = g o P @
File Edit View Insert Format Data Toocls Exte 15
[ 100% £ % .0 .00 173= callbr - 1" ~ B I & A L | =~ T~z %~ co @ @E ¥~ -~ ~
rL] - AZ-Are vendor staff, extemal contractors or associates with
B a4l o E a» i . 3
MIST = | Comtrol = |Control Text = | NIST 800-53 = |5T4S detail UK Cyber Eszentials Valid in i Scope Motes/Use Cases
800-171 Type Saas context?
Cantrol
3.1.1 Basic Limnit system access to suthorized users, processes acting on | AC-2, AC-3, AC-AG - Does your organisation provide access (o systemns User access control Essential Product -
behalf of authorized users, or devices (including ather based on roles (@.g8., role-based access contral [RBACH, and
nformation systems]. Is this process documented for all systems including the
service?
3.1.2 Derved Lirnit system access to the types of transachons and A2, A3, AC-ILAR - Doas your organisation provide accass to systems User access control tssental Product -
functions that authorized users are permitted to execute, based on roles (e.g., role-based access cantrol [RBACH, and
is this process for all systems i the
service?
313 Derived Control the Mow of CUIin accordance with approved AC-4 Cssential Product = [ Wil result in multiple controls be
1 autharizations facing {firewalls and other bound
packs pection etc
3.1.4 Derved  |Separate the duties of Indniduals ta reduce the risk of AC-S Essential Both = | Wil require contrals for the pros
s malevolent activity without collusion. administrators vs end users) and
there separate testing taams vs d
315 Derived Employ the principle of least privilege, including for specific | AC-8, AC-6(1), A What is the service's approach to default user access User access control Essential Product -
security functions and privileged accounts, permissions fe.g- all access is denied unless specifically
allowed, all access is allowed unless specifically denied)?
- |aae Derived | Use non-privileged accounts or rales when accessing AC-6(2) User access control Optional Product = |If praduct supparts role based ac
nonsecurity functions. advice regarding product configu
317 Desrived Presvent non-privileged users from executing privileged AC-6(9), AC-6(10 AS-Are vendor staff, external contractors or associates with | User access control Cssential Product = |Requires at least 2 controls: REAC
functions and audit the execution of such functions in audit non-privileged accounts restricted from installing, logs
ogs. uninstaliing, disabling or making any changes to software
and system configuration an servers and sndpaints?
L1- Does your erganisation have a documented and
implemented logging procedure which requires all systems
in your arganisation {o.g., servars, storage, network,
applications, te.) Lo log the lollowing and synchronise logs
tD a consistent time source:
+ B 3.1 Access Control - 3.2 Awareness Tralning - 3.3 Audlit & Accountabllity - 3.4 Conflguration Managment -~ 3.5 Identificatlon & Authentication - 3.6 4 L3 Count: 2 E <
&
i i Access4
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Global Education Security Standards (GESS)

o

About the Consortium Join the Community Resource Center News and Events Login

Global Education Security Standard (GESS) is a matrix/crosswalk of all existing security frameworks along with the core set of
controls applicable to PK-20 data.

GESS Self Assessment

ot 300107 FIng cut by using e GESS Sel Assessmen

Too

Begin Assessment Start Bxploting

Download the File
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How is a POD generated? (continued...)

Welcome to the GEPS Custom POD Wizard. To get started creating a custom POD, please complete the following steps.

SELECT a State Your Custom PODs

SELECT One There are no custom PODS.

kv

Get Started! Name this Custom POD

Enter a Name

Continue >>

4, & PeST v




How is a POD generated? (continued...)

SELECT an agreement type
National Agreement H

Your Custom POD, test Includes: _

| am finished creating this POD. View Custom POD >>
(+) ADD State Specific Exhibit G Groupings (+) ADD Exhibit H Groupings

There are no Exhibit Hs available.

e

Add
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How is a POD generated? (continued...)

| am finished creating this POD. View Custom POD >>
(+) ADD State Specific Exhibit G Groupings (+) ADD Exhibit H Groupings (-) DELETE additional grouped clauses

There are no Exhibit Hs available.

v

Name

Add
MA Obligations V1.0 (Exhibit G)
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How is a POD generated? (continued...)

Didigation v Banchmark

nz

4

Purpase af DPA. The purposa of this DPA s 1o destite the dulies and resarsibillies to pratect Stacent Data inclusing
comakance with all applicable federal, state, ard iy laws, nes, jans, all as may b froem time f
time. In pariamming thass services, the Pravider shall be consdared @ Schacl Official with a legitimate edusstanal inlerest, anc
peifonring sardces olfwrwiss provided By the LEA. Provider shall be under the drec cortol and supsnison of e LEA, wik
resnect o is use of Sludent Dats

Student Data o Ba Frovided. In order to perlarm tha Services described above, LEA shal provide Student Data &= idantiliad in
the Schedule of Data, altached herelo & Exhibil 8

P& Datinftions, Tha datinilion of tarms used in 1his DA & faund in Exhinit °C%, In the evant of & contict, datinfians Lsed in this
DPA shall pravall aver tarms used in Bny omner writing, including, but not limied 1o tha Servics Agreament, Terms of Sandca,
Frivacy Poicias atc.

Shudort Data_Praperty_af LEA. All Studant Data ransmitted o 51 Provider pursuan 1o e Serviss Agreament is and wil
coreruE to oe_the propary af and under the comral af the LEA. The Pravider furher acknowledges and agrans thal all capins
o sz Student Data transmitted 1o 12 Provider, nduding ary macificatiore or additians or ary aartian tharea fram any
source, e susject 1o the proisians of this DPA in the same manner s the orgingl Sudert Data, The Paries agres tha as
betwoan tham, al rights, inclucirg al inel ectual praperty rights in 2nd to Stucent Dalz comemalated e the Serdce

The schoal will provide the list of dats ndudsd in the
cortract ta the pravider. This will ndude data shared with
the pravider and date cater by the proviter's servios.

The definitiona of tarme are incluged as Exhitit G

All ugent eata irarsmithad to 1he Provider, as wal &s any
modilications mads o such dala, of any Sluent e
craated by tha sardce wil ramsin 11e proparty of the
sohcol. All fights 1 this data, Including any Inkeactual
Proparty rights, shal ramain with the schoal, nok e
Fravkdar. The Prowdar 15 considancd a Schaal Cificia®
undar FERFA.

Inthe event & parert requests o reiew o oarect
erranzous marmabcn 1 the data mairbanas by the
service, the Provider shall resaced in a ressonable tms
frame, not more than 45 gy, fom teh date of the reguest
fram the schoal. Such squest may oy ceam from the
scheol, ifa the Pravider diuractly they

hgreemer, shall remain tha exclusive praperly of the LEA. Far the purases of FERPA, the Provider shal ba carsidered
Sehool Oilficiel, wider e control ared direction of the LEA a5 it perlaing Lo the uge of Sludenl Dala, nolwihstandig lhe above.

Farer Actess, To e extant requirad by kw e LEA shal estableh reasansbie srocadires by which & parent, legal guandan,
or eligisle sludant may review Education Records andion Shudant Data corect amaneous infomation, and proceduras for the.
tranafer of sludent-geneated_conant i & parsonal account, consislent with ®e lunclionalily of servicas. Providar shal respond
in & ressonabiy imaly manner {and no Sler han lerly T (45} daye om fe dale of ihe sequesl o pureuan 1 The fma iame
raguired under alabe law for an LEA ko respond 10 & parent or student, whichaver i@ sconer] 10 the LEA's requesl for Sudent
Data Ina studant's recorns haid by tha Providar o view or comact 85 nacassary, In ha event that 8 parant of a shudant or other
Inctvidual contasts the Prowicar to review any of tha Shudant Data accassand pursuant o the Sandces, tha Fravidar snall refar
thea parent or indiicual 1o tha LEA, wha wil follaw the nacassary and propar arocadires ragaming he requasted imarmation,

oan N % stornd ar malntaned by e Srovider, Provcar shal, at the request of the
LE, fransler. ar arvica 8 machansm far he LEA 10 ransfor, sald Stden 2 2 5o

by tha sudant.

Law Erarcement Roquests. Should kw or athar crties | Parylies) ) cantas Providar

with & recuest for Studert Data held by the Provicer pursusnt 1o the Serdces, the Pravider shall natly the LEA in sdvance of a
cumaelled dischsure 1t the Reguestng Party, unless lawhly drected by the Requesting Party nat ta inferm the LEA of the
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¥<pods xnlop="httpi//]

v<pod id="519560"> POD ID I I I I I
<pactyld>TPR Zducation LLC dbe The Princeton Review: tutor,com</partyld> O W O a. e X a e
<resource1r=3981</rescurceIn>

semignes &= Resource Info

e JSON or XML

.sifasscciation.org/infrastructure/3.3°>

contractncIsT: /contractyCISTD>
<CONLFactURI>NEpa: //4dpc a4l .0rg/agroeononts/2023-03-28_2869_3981_signed _tile.pat< >

TEC NDPA vith Exhibit B</contractianc> - D PA I nfo
<datevValidFro>2023-03-28</datevalideron>

<dateValidTo>2026-03-28</datevalidTo>

e — Clauses & Benchmarks

</privacyobliga
</privacy>
</privacyList>
v<purposeList>
<purpose/>
</purposelist>
v<legalRequireneates>
v<claveeLiet>
v<clause>
Purpose of OPA. The purpon nf zhn DPA n to describe the duties and responaibilities to protect Student Data including compliance with all awlieublo federal, state, and local privacy laws, rules, and regulations, all as may be anended from time to time. In performing these
11 hool Official with a legitimate and E he LRA. Provider shall be under the direct control and aupsrvision of the LBA, with respect to its use of Student Data

.
\Lliuuul.b«]>30</cl‘u-uhhal/
<c1 tont ont>

v<obligationLiat>
v<obligation>
<obligationDescription>The school will provide the list of data in the to the pr . This will include data shared with the provider and data created by the provider's service. </obligationDescription>
v<benchmarkList>
¥ <benchmark>
<benchmarkld/>
<benchmarkdeacription/s
</benchrark>
</benchmarkList>
</obligaticn>
</obligatioaList>
</clause>

veclause>
Student Data to Be Provided. In order to perform the Services described above, LEA shall provide Student Data ae identified in the Schedule of Data, attached hereto as Exhibit "B".
<clavaslabel>31</claunelabel >
«el el >

veobligatioalist>
v<obligation>
<obligavionDescription>The definitions of terms are included as Exhibit C</obligatlonbescription>
v<benchmarklist>
v <benchmark>
<benchmarkld/>
<benchmarkDescripticn/>
</benchmark>
</benchmarkList>
</obligation>
</obligationLists>
</clause>

v<clause>
DPA Definitions. The definition of terms used in this DPA is found in Exhibit "C”. In the event of a conflict, definitions used in this DPA shall prevail over terme used in any other writing, including, but not limited to the Service Agreement, Terms of Service, Privacy
Policies etc.
<clavselabel>32</clauselabel>
<cl fel

v<obligatioalist>
v<obligation>
<obllgatlonbescription>All student data transmitted to the Provider, as well ag any modifications made to such data, or any student data created by the service will remain the property of the school. All rights to this data, including any intelectual property rights, shall
remain with the school, not the Provider. The Provder is conaidered a School Official”™ under FERPA. </odligationbescription>
v <benchmarkiist>
v <zanchmark>
<banchmarkld/>
<banchmarkdeacription/>
</benchmark>
</benchmarkList>
</cbligation>
</cbligationList>
</clause>

—_ v<clause>

Student Data_Property of LEA. All Student Data to the i to the Service Agreement is and will continue to be_the property of and under the control of the LEA. The Provider further acknowledges and agrees that all copies of such Student Data
tranamitted to the Provider, including any modifications or additions or any portion thereof from any source, ore subject to the provisions of this DPA in the seme manner ae the original Student Data. The Parties agree that oo between them, all rights, including all

intellectual property rights in and to Student Data ccntarpl.ted per the Service Agreement, shall remain the exclusive property of the LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under the control and direction of the LEA as it pertains
to the use of Student Data, notwithstanding the above

<clauselabel>33</clauselabel>
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