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RAPID-FIRE Agenda

● SIF Data Model Specification

● SIF Infrastructure Specification

● Privacy Obligation Documents (PODs)

● SDPC Resource Registry

● National Data Privacy Agreement (NDPA)

● Global Education Security Standards (GESS)
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SIF Data Model Specification (1)

A series of meetings began in July 1998 between Microsoft Corporation in 

partnership with 18 other companies on the topic of interoperability between 

education applications.  The conclusion of these meetings identified that the best 

solution was for interested parties to collectively define standards that all software 

vendors could adopt.

Common understanding of data objects allows for data to be synchronized through 

queries and “real time” events.
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SIF Data Model Specification (2)

Unity Data Model Summary of Changes

SIF Data Model Implementation Specification (NA) 4.3

Updated: September 2, 2022

V 4.2 Scope:

1. Grade Passback

2. Standards Based Grading

3. EDFacts Reporting

4. State Requests

Release Location:  

http://specification.sifassociation.org/Implementation/NA/4.3/

Modern Grade Pass Back (White Paper):  

https://data.a4l.org/resources/#Use-Cases

http://specification.sifassociation.org/Implementation/NA/4.3/
https://data.a4l.org/resources/#Use-Cases
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SIF Infrastructure Specification (1)

When SIF was envisioned Microsoft’s middleware was new and no web services 

standards existed.

Today we leverage REST and further specify how to use it.  I doing this we SIF is 

approachable, compatible, and capable.
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SIF Infrastructure Specification (2)

Data Hubs:  The leading Architecture

Pros

● No Application need be a Service Provider

● One source of truth for all queries

● Queries that span multiple Applications’ data 

can be answered

Cons

● Query results are only as up to date as the 

data sent to the ODS by its Service Consumers
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Privacy Obligation Documents (PODs) (2)

POD (Privacy Obligations Document) is a standards 

agnostic machine readable document that contains all 

data privacy requirements including contract clauses, 

privacy obligations, technical control benchmarks, and 

other control metadata.

● Every POD is unique to the relationship 

between

○ District

○ Vendor

○ Application

○ Place in time

● Every POD is assigned a unique POD-ID

○ Any change to a POD (added 

clause, date change, etc.) 

will create a new POD and new 

POD-ID

● POD-IDs can be used to convey 

obligations within PODs without having 

to exchange the entire POD.
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Creating a POD

GEPS 

Manager in 

the SDPC 

Registry

Maps DPA 

to data 

elements
(Done for 

every DPA)

Standard 

NDPA done 

Nationally

State DPA 

Exhibit G 

Clauses

Unique 

Exhibit H 

Clauses

DPA = Data Privacy 

Agreement

NDPA - National Data 

Privacy Agreement

GEPS = Global Education 

Privacy Standard

SDPC = Student Data 

Privacy Agreement

Exhibit G = Supplemental 

State Terms

Exhibit H = 

District/Vendor 

Specific Edits
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A4L Support for PODS

● SIF 3 Infrastructure was extended to support 

○ POD Sharing and Administration

○ Basic Gatekeeping

○ (Limited) Enforcement Potential

● Blueprints for retrofitting legacy (CSV/SFTP) workflows with minimal disruptions
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Ongoing activity on PODs

● Mapping to CEDS

● Vendor Engagement
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SDPC Resource Registry (1)

Remarkable Journey of the SDPC Resource Registry

Mid 2010s: A need identified. Development of the Resource Registry 

begins. A comprehensive repository of privacy agreements and 

resources.

● Developed for a single district - Cambridge Public Schools

○ Offered to other Massachusetts school districts

■ Early adopters - California and Texas
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SDPC Resource Registry (2)

Remarkable Journey of the SDPC Resource Registry

Expanding Reach 

● Adoption by school districts, educational agencies, and vendors

● SDPC Resource Registry's growing influence

● Facilitating compliance with student data privacy laws

● Empowering educators to make informed decisions
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SDPC Resource Registry (3)

Remarkable Journey of the SDPC Resource Registry

Continuous Improvement

● Ongoing updates and enhancements

● Adapting to changing privacy regulations and technology
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SDPC Resource Registry (4)

Nationwide SDPC Stats Today

● Countries Participating: 4

● Alliances: 26

● States With Participating Districts: 31

● School Districts Participating: 12,205

● Providers Participating: 46

● Resources: 9,643
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SDPC Resource Registry (5)
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SDPC Resource Registry (6)

Manage Agreements:

This is the area of 

SDPC’s Resource 

Registry that houses all of 

a district’s requests and 

agreements (active and 

inactive). 
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SDPC Resource Registry (7)

Publicly viewable side 

shared via a URL on the 

district’s website. 
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SDPC Resource Registry (8)

Features

Alliance and/or Nationwide Searches by:

● Company Name

● Resource Name

● Grade Level & Content Area

● School District

● State

● Manage Agreements

● Add New Requests

● Add New Resources

● Manage DPA Renewals

● Auto Exhibit E Creator

● Manage Accounts

● Manage Users

● Much more…
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National Data Privacy Agreement (NDPA) (1)

Brief history - How A4L came to be focused on NDPA

- Originally all Alliances encouraged to develop their own DPAs

- Over time the DPAs organically began to look very similar

- Designated the “Common” Clauses

- 2018/19 created the first NDPA working group
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National Data Privacy Agreement (NDPA) (2)

● Further increase consistency across Alliance DPAs

● Standardize the DPA Format so it looks the same across Alliances

● Ease logistics of implementing

● Identify common legal requirements across jurisdictions

● Provide mechanism to add other jurisdiction specific requirements

● Standardize terminology & definitions across jurisdictions

● Greater impact on, and buy in, from the vendors = Adoption
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National Data Privacy Agreement (NDPA) (3)

NDPA Feature Description

Section Cover Page

Section Page 2 - Options

Section Page 3 - Signatories

Section Standard Clauses

Section Exhibits
- A = Descriptions of Services

- B = Schedule of Data

- C = Definitions

- D = Directive for Disposition of Data

- E = General Offer of Terms

- F = Data Security Requirements

- G = Supplemental State Terms

- H = Additional Terms or Modifications
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National Data Privacy Agreement (NDPA) (4)
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National Data Privacy Agreement (NDPA) (5)

Evolution or latest updates to this work

- Today A4L is in one year into the process to develop the NDPA V2

- Improved flow of the DPA

- Improved clauses to incorporate common edits from V1

- Overall a cleaner DPA with each revision

- Not an easy process
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Global Education Security Standards (GESS)

1
Brief history - How A4L came to be focused on GESS

Functionality overview - How it works

Picture courtesy of CITE.org
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Global Education Security Standards (GESS)

2
Security 
Requirements 
to Meet 
Privacy 
Obligations

● No standard Requirement

● “Industry Standards”

● “Best Practices”

● Some Jurisdictions have mandated control sets; NH, 

NY, IL, TX AU NZ

● Most do not

● Everyone is struggling consumers & providers
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Global Education Security Standards (GESS)

3
Where to start on a Global Education Security Standard?

- ST4S Introduction

- Leverage the work of ST4S

- Mapping ST4S and all relevant frameworks

- Identify specific controls across frameworks

- Format & publish new set of controls
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Global Education Security Standards (GESS)

4
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Global Education Security Standards (GESS)

5
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Questions
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How is a POD generated? (continued…) 1
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How is a POD generated? (continued…) 2
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How is a POD generated? (continued…) 3
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How is a POD generated? (continued…) 4



Privacy & Interoperability Symposium May 17-19, 2023

Downloaded POD Example
JSON or XML

POD ID

DPA Info
Clauses & Benchmarks

Resource Info

Downloaded POD Example
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