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● Every POD is unique to the relationship 

between

○ District

○ Vendor

○ Application

○ Place in time

● Every unique POD based upon above 

query elements will be assigned a unique 

identifier; POD-ID

○ Any change to a POD (added 

clause, date change, etc.) 

will create a new POD and new 

POD-ID

● POD-IDs can be used to convey 

obligations within PODs without having to 

exchange the entire POD.

POD (Privacy Obligations Document) is a standards 

agnostic machine readable document that contains all 

data privacy requirements including contract clauses, 

privacy obligations, technical control benchmarks, and 

other control metadata.

What is a POD?
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Clauses

Unique 
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Clauses

DPA = Data Privacy 

Agreement

NDPA - National Data 

Privacy Agreement

GEPS = Global Education 

Privacy Standard

SDPC = Student Data 

Privacy Agreement

Exhibit G = Supplemental 

State Terms

Exhibit H = 

District/Vendor 

Specific Edits

How is a POD generated?
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How is a POD generated? (continued…)
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How is a POD generated? (continued…)
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How is a POD generated? (continued…)
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How is 

a POD 

generated? 
(continued…)
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POD ID

DPA Info
Clauses & Benchmarks

Resource Info
Downloaded POD Example

JSON or XML
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Resources

As part of SIF Infrastructure Specification 3.6 Community Review the following updated 

resources are available to members.

POD Spreadsheet:

http://specification.sifassociation.org/Implementation/Infrastructure/temp/pods.xlsx

POD Normative:

http://specification.sifassociation.org/Implementation/Infrastructure/3.6/PrivacyServices.html#

obj:Pod

http://specification.sifassociation.org/Implementation/Infrastructure/temp/pods.xlsx
http://specification.sifassociation.org/Implementation/Infrastructure/3.6/PrivacyServices.html#obj:Pod
http://specification.sifassociation.org/Implementation/Infrastructure/3.6/PrivacyServices.html#obj:Pod
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End-to-End Privacy Solution?
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Infrastructure Support

Adaptations for POD support

● The POD is a Standard Agnostic specification

● SIF 3 Infrastructure was extended to support 

○ POD Sharing and Administration

○ Basic Gatekeeping

○ (Limited) Enforcement Potential
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Infrastructure Support

Vendor Conversations

● RESTful Bridge to Adoption

● Flat File Bridge to Adoption

○ Use Gatekeeping and Handshake 

facility of SIF Infrastructure
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Infrastructure Support

Flat File Adapters

Can’t touch 

existing 

“heavy lifting”

Add value for 

both Providers 

and Consumers

Flexible 

(e.g. allow for 

some future 

proofing)

Scalable 

(must be 

automated 

not manual 

processing)
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Infrastructure Support

Flat File Blueprint | Existing Process
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Infrastructure Support

Flat File Blueprint | Simple Gatekeeper
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Infrastructure Support

Flat File Blueprint | Gate Keeper + Audit Trail
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Infrastructure Support

Flat File Blueprint | Managed Gate Keeper + Audit Trail
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