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2,018
Staff

6,627
Students

18
Schools

Cambridge Public Schools (CPS) is a school district located in Cambridge, Massachusetts. 

The district enrolls approximately 6,750 students in grades kindergarten through high school. 

The district has twelve elementary schools, four Upper Schools (grades six to eight) and 

one comprehensive high school (Cambridge Rindge and Latin School), which includes a 

career and technical education program (Rindge School of Technical Arts) and 

alternative option (High School Extension Program).

109
Countries

Represented

89
Languages

(Arabic, Amharic, 

Bengali, English,

Haitian-Creole, 

Spanish, and more)

About Cambridge Public Schools
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Why Student Data Privacy Matters
In today’s world of advancing online resources teachers, 

students, and parents are benefiting from an ever 

increasing wealth of tools to support teaching and 

learning. The growth in these tools is extraordinary with 

great potential to improve student outcomes. Along with 

this explosion in growth of online learning tools, comes 

the inherent risks of leakage of student data and 

understandable concerns over student privacy.

Cambridge’s Vision for Privacy by Design

Cambridge Public Schools’ Vision

Cambridge Public Schools is widely recognized as an institution of excellence. Our schools deliver an inclusive, safe, 

high-quality learning experience that cultivates every student’s potential, works to dismantle educational inequities, and 

strengthens family and community partnerships. Our students are critical thinkers, lifelong learners, and builders of 

a more equitable society who graduate prepared to make informed choices about their future.
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Complexities and Issues

Student Data 

needs to 

be shared

Everyone 

wants it!

How do we 

protect it?
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Privacy in Depth

SIS: The foundation of privacy

● Access based on legitimate educational 

interest as defined by the district

● Least possible access 

● Secure data exchanges

Building Blocks of the System
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Rostering

Classlink

● Secured Single Sign-on

● Utilizes OneRoster

● Personalized Dashboard

MA Data Hub

● Privacy Enforcement

● Leverages State 

Reporting data

● Privacy reports for parents
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Leverages State Reporting | Privacy Enforcement, “Privacy over the Wire”

District Data Hub

SIF 2 or 3

EdFi

Proprietary API 

OneRoster 

CSV

Rest API 

(SIF 3) EdFi

Proprietary API 

OneRoster 

CSV

AWS

Other Data 

Sources

District

Apps

SDPC 

Registry

Transform

Anonymize

Combine

Validate

Privacy

Partnership with Executive Office 

of Education and Cedar Labs.

MA Data Hub
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1 2 3 4

See if the resource is 

already approved. 

Check the list >>

Not on the list?

Perform a self-assessment 

of the application 

to ensure it is educationally-

aligned.

Educationally-aligned? 

If yes, submit a 

Resource Request Form

Check your inbox. 

You will receive email 

notifications from the ICTS 

department of any 

progress along the way.

CPS Procedures and App Vetting Workflow

Building Blocks of the System

Educational Applications need to be vetted

https://sdpc.a4l.org/district_listing.php?districtID=457
https://sdpc.a4l.org/new_request.php?districtID=457
https://sdpc.a4l.org/new_request.php?districtID=457
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Resource Inventory

SDPC Resources
Customized Resource Listing 

page provides transparency 

and awareness of what is in 

use and not in use at CPS. 

Managed Methods

Protects Google environment, 

synced with SDPC
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Data Transparency Project
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Other Data Requests

● Research requests

● Ad Hoc reports

● Family provided data

● Community Partner data sharing (example)

Attempt to 

operationalize 

secure data 

exchange 

processes 

to address:



Privacy & Interoperability Symposium May 17-19, 2023

Evolution of the Community Partners Portal

Created 

database of 

organizations 

and programs

Developed 

database-driven 

website with 

connection 

to Aspen

Incorporated 

automated 

Community 

Partners Parent 

Consent for 

student data

Provided 

training to all 

stakeholders

Non-CPS organizations 

can manage programs and 

participants. Data sharing 

of student data is controlled 

by automated agreements 

and parental consents.

Goal: Systematize the process to share data 

between the district and out-of-school time providers.

Community Partners Portal
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Authorization to Release Student Data 

to CPS Community Partner Programs 

Student Profile Components:

● Name (No Consent)

● School (No Consent)

● Grade (No Consent)

● Student Email

● Parent / Emergency Contact Information

● Home Language

● Transcript of OST Programs and Other OST 

Activities (including dates of participation)

○ Community Partners Portal

○ CPS Athletics Portal

○ CPS Activities Portal

○ DHSP OST data in TRAX

○ Historical info housed in Aspen

Sharing Student Data
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Families Select an Option Annually:

Sharing Student Data (continued…)
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Option 1

Full live listing 

of active CPS 

partners

Recommended

Allows data release to 

all active CPS partners
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Option 2

More restrictive

Only allows data release 

to one specific partner
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Sharing Student Data (continued…)

If a Data Sharing Consent form was not 

completed by the parent then, a provider 

can request  to have the document 

signed at a later time through the portal

Signed Data 

Sharing Consent

Ability to share complete 

student profile

with providers/partners
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