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2018 6627 18 109 69

_ Languages
Staff Students Schools Countries (Arabic, Amharic,
Bengali, English,
Represented Haitian-Creole,

Spanish, and more)

Cambridge Public Schools (CPS) is a school district located in Cambridge, Massachusetts.

The district enrolls approximately 6,750 students in grades kindergarten through high school.

The district has twelve elementary schools, four Upper Schools (grades six to eight) and

one comprehensive high school (Cambridge Rindge and Latin School), which includes a

career and technical education program (Rindge School of Technical Arts) and

alternative option (High School Extension Program). ¢ CAMBRIDGE

... PUBLIC SCHOOLS
»
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Cambridge Public Schools’ Vision

Cambridge Public Schools is widely recognized as an institution of excellence. Our schools deliver an inclusive, safe,
high-quality learning experience that cultivates every student’s potential, works to dismantle educational inequities, and
strengthens family and community partnerships. Our students are critical thinkers, lifelong learners, and builders of

a more equitable society who graduate prepared to make informed choices about their future.

Why Student Data Privacy Matters

In today’s world of advancing online resources teachers,
students, and parents are benefiting from an ever
increasing wealth of tools to support teaching and
learning. The growth in these tools is extraordinary with
great potential to improve student outcomes. Along with
this explosion in growth of online learning tools, comes
the inherent risks of leakage of student data and
understandable concerns over student privacy.
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Student Data Everyone How do we
needs to wants it! protect it?
be shared
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semg,  Bullding Blocks of the System

Privacy in Depth = i
SIS: The foundation of privacy

e Access based on legitimate educational g
interest as defined by the district

e Least possible access

e Secure data exchanges
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4.mm9,, Rostering
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@ @edquobs

ClassLink Solutions for Education
Classlink MA Data Hub
e Secured Single Sign-on e Privacy Enforcement
e Utilizes OneRoster e Leverages State

e Personalized Dashboard Reporting data

e Privacy reports for parents
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Leverages State Reporting | Privacy Enforcement, “Privacy over the Wire”

District
District Data Hub Apps
SIF 2 or 3 Transform Rest API '
Other Data EdFi : (SIF 3) EdFi
Sources Proprietary API AT Proprietary API
OneRoster Combine OneRoster
CsvVv CSsvVv
Validate s
o | | Privacy SDPC
Partnership with Executive Office Registry

of Education and Cedar Labs.
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® Educational Applications need to be vetted e

CPS Procedures and App Vetting Workflow

1 2 3 4

Not on the list? Educationally-aligned? Check your inbox.
Perform a self-assessment If yes, submit a You will receive email
alriadz z;ppllroved. 9 of the application 9 Resource Request Form 9 notifications from the ICTS

szl to ensure it is educationally- department of any
aligned. progress along the way.

See if the resource is



https://sdpc.a4l.org/district_listing.php?districtID=457
https://sdpc.a4l.org/new_request.php?districtID=457
https://sdpc.a4l.org/new_request.php?districtID=457
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wamng, - Re@source Inventory
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Closa Windo

Digital Resources

Below Iz 2 b=t of digial razourcas that hava been vatted for both educational alignment and studen? data privecy protections. Bath “Approved” and Stet Login ==
"Moot Agprwad” rmesources ars Ested. The infarmatian lisked inclides; Aesoure Name and Pupose, Company, Status, Grade Level and Contert
S D P C R e S O u r C e S Araa the ressurce is used, and a link to the contraciiagreement addressing the required student data grivacy teme. Stat, dan't see your
. . . 9 resource? Request i ==
Customized Resource Listing ’
. Approved: Contrast is signes and resource s in use.
d t Status KEy Approved w/ Guardian Rebease: Guardians signed a contract fo allow a rescurce ta be used in a soecific classroom with a soecific groun of students.
page provides transparency otk fo T ——
Renewal Pending: Lstrict has an active agreement that will sxpire scon and they ars n the process w0 renew with the vendor,

. .
a n d aWa re n e SS Of W h at I S I n Did Mot Pursua: Disrict datermined fhat the rasaurss doss nat allgn with adieatianal geals, tharaters, tRAchars ara rat allawed to usa tha eseurs with students,

® zditional information sbau Studant Data Privacy in Cambridga Pubilic Schoals can be found hena,

Show 1 : entries Search:
.
use and not in use at CPS. - — ==
Reacaree Hams T Mams Agrasenant Stakus Typs Datoa Liwnd Cartant Aran Dals
‘Famath Bt Hot Aoorovad a Mah

Furpose; For mam renew and
Managed Methods

atoves fov mubiplaper so dhat

sehriars can av iy af i same

Protects Google environment, e

. ABC Mauze Age cf Not Agarzved Uecined (3 Erglizh Larguage Arts,
d th S D P C Learningtor | Dacioed Rassoning; vandar vl no! wiatnctianal Tacinalogy, Main,
Syn Ce WI Schaak, Inc. Scierrce, Qiher
ABC-Clio, LG AHC-Clo Anamuad Agreemert Appeaved: TALAAZ Lbrary Mede @
o202t
Expros:
e
ACE ABA Software System The New Agrowed Agreement Approved: PEK 12345 Cther
Furposc: {0 kg ABA rograms Ergland Extibt E oloszn2t .
feurrcutum) by suppbing A ASA  Camarfor Expias:
checretes il program bark and v Chrldren D224

aNest ASE proamm data
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FAMILIES

HOME ABOUT CPS auR HOOLS CPE DEPARTMENTS

Cariidge Public Schools ! GPS Depanmants f Intaration, Gommurieation & Technokgy Sevices § GFS
Guide 1o Persoral Cats

CPS Guide to Personal Data

The CPS guide to peraonal dete provides Inomation on what personal Infonmation |8 collected 51 e Cambridge
Public Schoals, end how itis wsed and sharec. To get startad, chek on an audence: balow

Families /
Caregivers

COVID-19 Data
Explare now COVID-18
Wacciration diala s eoll
and

Academic Data
Understand what academ ¢
aalh wi G o Wi

collact and

sud st CPS

Student Career Data
CPS keeps t-ack of student
transitions after high school.
How does CPS use this
data? rind sut!

Data Transparency Project

Academic Data

ICTS meintainz Aspen, a stugent Informatlen sysiem that securely stores all student academics data.

What Academic Data We May Collect
Examplas of data we may collact:

» Class Data
= Enrolirment
« Grades
+ Assessments
= TranscriptClass Data
+ Prekiearly leaming dats
+ Learning data

How We Collect Academic Data
Examples of how we may collect data:

+ From Teachers via mulliple colleclion mechanisms
« From School & State Assesament Systems

= From
= From Prior Schools Atanded

P E

How Do We Use/Who We Share Academic Data With
Examples of how we may use this data:

+ Measuring & reparting out an stugent learning
« Datermining imterventions

+ Measuring effectivenssa of programming

= Imgroving instruclion

Examplas of who we may share this data with:

= With educators who are directly responsible for the students instruction
= With the hA D of El Y& dary Education

= With olher schools o who a sludent is transferring

= Contracted Service Providers designated as Schoo! Officials
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Attempt to

operationalize e Research requests
secure data

exchange e Ad Hoc reports
processes e Family provided data
to address:

e Community Partner data sharing (example)
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Goal: Systematize the process to share data
between the district and out-of-school time providers. Non-CPS organizations
can manage programs and
participants. Data sharing
of student data is controlled
by automated agreements
and parental consents.

Evolution of the Community Partners Portal

Incorporated

Created Developed T Provided
database of database-driven Community training to all
organizations website with %9 Pariners Parent stakeholders
and programs SAEErlT Consent for

to Aspen student data
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Authorization to Release Student Data
to CPS Community Partner Programs

Student Profile Components:

Name (No Consent)

School (No Consent)

Grade (No Consent)

Student Email

Parent / Emergency Contact Information

Home Language

Transcript of OST Programs and Other OST

Activities (including dates of participation)
o Community Partners Portal

CPS Athletics Portal

CPS Activities Portal

DHSP OST data in TRAX

Historical info housed in Aspen

o O O O

CPS Community Partners Portal .#% CAMBRIDGE
¥, PUBLIC SCHOOLS

Manage
Manage or Request
Reports Portal
Accounts
Request
CPS G-Suite Change ertr
Google Password g
Account

Welcome Lisa Waters
How can we help you?

Manage Manage

Programs Participants

Privacy & Interoperability Symposium
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Families Select an Option Annually:

AUTHORIZATION TO RELEASE STUDENT DATA TO CPS COMMUNITY PARTNER PROGRAMS

Select an option below:

OPTION1 OPTION 2
Complete release for Complete release for
All CPS Community Partners Cambridge Public Schools only
Recommended More Restrictive
Select Select
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AUTHORIZATION TO RELEASE STUDENT DATA TO CPS COMMUNITY PARTHER PROGRAMS

1 autharize the Cambridge Public Schools ("CPSY) to release the following student record data about my child to the CPS Community Partner Programs in which my child is participating for the current schoal
year:

= Mame

+ School

» Grade

= Student Email

+ Current and past participation in:

= CPS Athletics

CPS Activities
= Other Community Partners
Department of Human Services Programs

= Each record of participation would include some or all of:
R e C O m m e n d e d = Mame of the program, organization, and/or sport
= Dates when the student began and finished
= Freguency [meetings/week)

Option 1

The CPS Community Partner Programs in which my child may participate in for the current school year may include but, are not limited to;

Allows data release to W
all active CPS partners organiaton :

{Agassiz) Baldwin Community

Search:

Breakthrough Greater Boston

F u I I I Ive I ISti n g Buckingham Browna & Michals
of active CPS Camide Communty Center

Cambridge Housing Authority
partners Cambridge Math Circle
Cambridge Schoal Volunteers
Cambridge Youth Council
City of Cambridge

Showing 1 to 10 of 23 entries Previous 1 2 k] Mext

I also authorize the CPS Community Partner Program in which my child participates in during the current school year to receive this student record data pertaining to my child,

I also authorize staff from both CPS and the CPS Community Partner Programs my child participates in during the current school year to speak to each other regarding my child, the student record data
identified above and my child's participation in these CPS Community Partner Programs.

By entering into this Authorization to Release Student Data to CPS Community Partner Programs and granting permission as stated herein, | am releasing the City of C idge and the Cambridge Public
Schoals and their respective officers, di , agents, andor empl from and against any and all claims arising out of or related to the release of my child's student record data to the CPS
Community Partner Programs that my child participated in during the current school year and any use of this i ion by the desi recipient and their respective officers, directors, agents,

mambers and/or employees.

Privacy & Interoperability Symposium May 17-19, 2023



AUTHORIZATION TO RELEASE STUDENT DATA TO CPS COMMUNITY PARTNER PROGRAMS

| authorize the Cambridge Public Schools (*CPS") to release the following student record data about my
child to the CPS Community Partner Programs in which my child is participating for the current school year:
= Name
+ School
« Grade
« Student Email
+ Current and past participation in:
CPS Athletics
CPS Activities
o Other Community Partners
. . = Department of Human Services Programs
I\/I O r e r e S t r I Ct I V e Each record of participation would include some or all of;
» Name of the program, arganization, andfor sport
» Dates when the student began and finished
= Frequency (meetings/week)

O n Iy al I OWS d ata re I ease The CPS Community Partner Proegrams in which my child may participate in for the current school year
. include; Cambridge Public Schools
to one specific partner

Option 2

| also authorize the CPS Community Partner Program in which my child participates in during the current
school year to receive this student record data pertaining te my child.

| also authorize staff from both CPS and the CPS Community Partner Programs my child participates in
during the current school year to speak to each other regarding my child, the student record data identified
above and my child’s participation in these CPS Community Partner Pragrams.

By entering into this Authorization to Release Student Data to CPS Community Partner Programs and
granting permission as stated herein, | am releasing the City of Cambridge and the Cambridge Public
Schools and their respective officers, directors, agents, members andfor employees from and against any
and all claims arising out of or related to the release of my child’s student record data to the CPS
Community Partner Programs that my child participated in during the current school year and any
subsequent use of this information by the designate recipient and their respective officers, directors,
agents, members and/or employees. These forms may be executed by and through electronic signature
technology which is in i with A law governing electronic signatures. An electronic
signature is defined as an electronic symbol, sound, or process that is either attached to or logically
associated with a document and executed or adopted by a person with the intent to sign the document.
The electronic signature mechanism that is available to use for these forms is data verification and form
CAPTCHA. Electronic signatures shall be considered as valid and binding as original signatures. Signatures,
originally signed by hand, but transmitted via email or fax shall also be deemed valid and binding original
signatures.

Do you to allow Cambrii Public to share your child’s data with Cambridge Public
Schools?

Yes, | agree
No, | don't agree
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Community
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If a Data Sharing Consent form was not
completed by the parent then, a provider
can request to have the document
signed at a later time through the portal

Email Parent Request to Sign Data Sharing Consent

Ability to share complete
o student profile
with providers/partners

Signed Data
Sharing Consent
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