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NSIP

• Safer Technologies for Schools (ST4S) is coordinated by the NSIP 

team at ESA

• NSIP long-term members of A4L / SDPC

• NSIP board: CIOs from all States and Territories, Catholic, 

Independents and Federal Government

• NSIP - business unit of Education Services Australia 

(www.esa.edu.au)

• ESA - national not-for-profit company owned by the state, 

territory and Australian Government education ministers

• ESA - established by education ministers in 2010 to advance key 

nationally agreed education initiatives, programs and projects

http://www.esa.edu.au/




Over 4,000 different applications in use at schools
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Verizon 2021 Breach Report

https://enterprise.verizon.com/content/verizonenterprise/us/en/index/resources/reports/2020-data-breach-
investigations-report.pdf

• “Ransomware is really taking hold of Education vertical incidents, and has been 
responsible for 80% of the Malware-related incidents, up from 48% last year”

• “…Educational Services have the longest number of days in a year—28—where they had 
credential dumps run against them. The global median here is eight days. The overall 
number of credentials attempted is also one of the highest of all industries we analyzed 
for this year’s report…”

Ransomware payments
o https://www.nbcnews.com/tech/security/parents-end-chain-ransomware-hit-rcna646
o https://www.cbsnews.com/news/schools-popular-ransomware-targets/
o https://abcnews.go.com/US/wireStory/large-florida-school-district-hit-ransomware-

attack-76818911

https://enterprise.verizon.com/content/verizonenterprise/us/en/index/resources/reports/2020-data-breach-investigations-report.pdf
https://www.nbcnews.com/tech/security/parents-end-chain-ransomware-hit-rcna646
https://www.cbsnews.com/news/schools-popular-ransomware-targets/
https://abcnews.go.com/US/wireStory/large-florida-school-district-hit-ransomware-attack-76818911




What is ST4S?

An Australian framework for online education 

services to assess:

• Security 
• Privacy 
• Online Safety 
• Interoperability   

Provides a nationally consistent baseline for 

assessments across Australia

Communicate

Collaborate

Confidence

TRUST



Key Outcomes for Vendors & 
Sector

• To increase awareness and raise the profile of security & privacy controls

• Clear guidance on what is expected of vendors and for classrooms 
regarding safer usage

• National baseline requirements that allow vendors to self-assess

• Feedback and support to vendors on areas requiring improvement

• Reduced administrative burden for vendors & education sector

• All contributing to improved student and school safety

© Education Services Australia Limited



• Working Group: Security and privacy experts from across the 
country. Meet monthly. Suggest framework updates.

• Assessment framework: Set of control questions with response 
options. 
Eg What are the minimum encryption algorithms applied to protect all data in transit
over networks, including encryption of data that is communicated between the user, 
web applications and system components (e.g. database systems)?

• Assessment tiers: Not all products are equal. Data & 
functionality require higher/lower levels of controls. Tier 1/2/3. 
eg encrypting basic class details vs encrypting mental health 
records or financial information

• Non-compliant responses: Important controls are required to be 
met and if not generate a ‘non-compliant’ (fail) result

© Education Services Australia Limited

Concepts



Security
• Where is the live solution hosted?

• Is multifactor authentication used?

• How often are audit logs reviewed?

Privacy
• How can users request a copy of their data?

• Does the privacy policy comply with the Federal privacy laws?

• Are photos and contact details associated with a user?

Functionality & Education controls (10 +/- 20)
• What functionality is available (surveys, online meetings, remote access, screen share, 

chat, forums, commenting, file download/upload)

• In relation to <x> functionality, tell us about your controls (eg chat logs etc)

Interoperability 
• What APIs are available to exchange data? 
• What standards (incl. SIF, IMS) are supported? 

All available in the ST4S Vendor Guide on www.st4s.edu.au

© Education Services Australia Limited

Assessment Framework



1. Vendors answer a set of control questions and are asked to 
upload evidence to support their response (eg privacy policy, 
security policy, incident response plan, etc)

2. Assessment team work with vendor to resolve any queries. 
Assessment team develop an understanding of the product, 
vendor develops an understanding of the assessment

3. Draft report is developed and iterated

4. Final report is signed-off and distributed to our CIOs and 
ST4S Working Group

© Education Services Australia Limited

How does it work?









Journey so far… 2019-2021
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Wide Range of Vendors



Findings
Encryption on the wire  - TLS/SSL (S1, S3)
• TLS version & SSL Cipher Suites
• BaaS – Google Firebase, AWS Amplify, move to ‘serverless’
• Cipher suites configured on the server 
• As SSL/TLS is configured ‘server side’ BaaS basically hides away server settings
• Challenging for vendors to adjust SSL ciphers and sometimes the TLS versions
• Looking at working with security teams and possible revisions to assessment 

criteria (ie set of known and supported BaaS’s)

Data Segregation – S4
• Evolving space: physical tin, logical segregation, cloud
• Focus more on vendor APIs and communication with database
• Are well developed frameworks in use (Nest.JS, Laravel, LoopBack etc) or using 

serverless eg AWS API Gateway, Authy etc.
• Expect this space to develop



Findings

Increase in Artificial Intelligence and Insights
• Increase in apps offering data insights/analytics (Billy didn’t do so well in 

maths and is below the 5% of his cohort) 
• Data handling and data ethics
• Consider https://www.industry.gov.au/data-and-publications/australias-

artificial-intelligence-ethics-framework/australias-ai-ethics-principles

Increase in Health and Wellbeing Apps/Services
• Increase in health and wellbeing type apps coming through (especially with 

covid). 
• ‘Duty of care’ issues emerging eg if a student is repeatedly hitting the ‘sad 

face’ and not the ‘happy face’ for 3 months on a health check-in mobile 
app, does that establish an actionable concern? What should the school 
do? What should the product do in terms of alerts etc? 

https://www.industry.gov.au/data-and-publications/australias-artificial-intelligence-ethics-framework/australias-ai-ethics-principles


Learnings
Non-participating vendors
• Vendors who were invited to participate but did not respond
• Vendors who did not want to participate
• Developed non-participating reports
• Created trouble 

Large vendor companies
• Separate sales, security, privacy, legal, sales/marketing silos
• Teams distributed across the globe
• Applications that require underlying platform
• Responses shift based on last area to review
• Process may halt at 99% completion
• Complex +++

Small-Medium vendor companies
• Keen to please
• Time & resource sensitive
• May over-commit



Readiness Check Launched

www.st4s.edu.au/readiness-check

• Now the first step for all vendors
• Critical subset of full assessment criteria (~40 criteria)
• Provides instant feedback to vendor
• Vendors can complete over multiple sessions and take 

multiple attempts
• Submit when ready
• Working Group then prioritise for full assessment

http://www.st4s.edu.au/readiness-check




But……

… we would all benefit from an 
international approach…



Apache Log4j2 library vulnerability (CVE-2021-44228) and Conti ransomware 
incidents 

NCSA- 3 ALERT: A cyber threat that requires immediate monitoring, analysis 
and strategic coordination….

ST4S Controls:
T1 - Does your organisation have an implemented continuous monitoring plan …
T2 - Does your organisation use a centrally managed approach to patch or update 
applications…
T3 - Are security vulnerabilities in operating systems, applications, drivers and 
hardware devices assessed as extreme risk patched or mitigated within 48 hours of 
being identified?
T7 - When a data breach occurs, are affected customers and/or organisations notified 
as soon as possible after a data breach is discovered and given all relevant details?



ST4S – Standards

S1: What are the minimum encryption algorithms applied to protect all data in 
transit over networks, including encryption of data that is communicated 
between the user, web applications and system components (e.g. database 
systems)? 



NIST Cybersecurity Framework

NIST Cybersecurity Framework

• Flexible framework that can be applied to any organization

• References NIST 800-53, COBIT, ISO 27001:2013
• https://www.nist.gov/cyberframework

https://www.nist.gov/cyberframework


NIST Cybersecurity Framework

5 keys functions

• Identify

• Protect

• Detect

• Respond

• Recover



NIST Cybersecurity Framework

• Identify critical enterprise processes and assets
• Document information flows
• Maintain software and hardware inventory
• Establish cyber policies including roles and responsibilities
• Identify threats, vulnerabilities, and risks to assets



What should an education CSF look like?

• Work needed to determine scope of controls suitable for 
education context

• What is in scope?

• What is out of scope?

• Are there additional considerations?
• Adults & children

• Consent

• Functionality: Information exposure Functionality: Communication

• What is reasonable for education vendors?



CSF: Identify – Asset Management

Q6. Does the vendor have a documented and implemented IT Asset management 

process including:

• An ICT equipment and media register that is maintained and regularly audited;

• A directive that ICT equipment and media are secured when not in use;

• The secure disposal of ICT equipment and media (including sanitising/removal of any 
data or secure destruction/shredding)?

ID.AM-1: Physical devices and systems within the organization are 

inventoried



A Way Forward:

1. Agree we have a shared problem worth solving
2. Establish an international Project Team (A4L SDPC)
3. Identify a suitable, recognised control set
4. Work through the control set (relevancy, develop 

control questions and responses)
5. Develop a standardised assessment approach
6. Develop standardised assessment reporting
7. Develop a results sharing process
8. Maintain the framework



Thank You & 

Questions
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