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Introduction 
 

The Certification Process 

The Access 4 Learning (A4L) Community, formerly the SIF Association, has developed the 

SIF Certification process to ensure that a vendor’s application of a data object 

transmission through the SIF infrastructure is compliant with the implementation of the 

application through the interoperability standards as established by the A4L Community 

within the SIF Specification.  

The A4L Community enforces the SIF Certification procedure in order that educational 

agencies/end users can access disparate vendor applications in order to exchange data, 

without the consumer re-entering data multiple times, thereby, resulting in the provision 

of secure and consistent information throughout the environment of the end user.   

The A4L Community established the SIF Certification Program to help ensure that data is 

successfully transferred between applications and that the transferred data successfully 

resides in all sharing applications, by using an open, community developed data standard 

– the SIF Specification.   

This manual covers our support of the first migration release SIF Implementation 

Specification (North America) 2.7M with an eye towards SIF Unity combining the 

standardized infrastructure with the latest data model for the U.S. market.  This is the 

second implementation of the 2.7M Test Suite and the only SIF 2 release supported on our 

newer Test Harness.  Those familiar with the old system should use this manual and the 

terminology online to aid in their transition to the latest engine and interface. 

 

The Certification Testing Procedure 

This “Test Harness Manual” serves to define how to test a SIF 2 product.  The Manual 

provides information on the methodology for testing a SIF 2 product to obtain Certification 

for the vendor applying for Certification. 

The Manual contains sections that provide guidance to the vendor in understanding the 

procedures for implementing the Conformance Statement Questionnaire (CSQ)1 process 

followed by the implementation of a test harness in order to meet the certification 

 
1 Glossary: https://data.A4L.org/glossary 
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requirements.  Each of the following sections includes terminology definitions as well as 

screen shots taken directly from the SIF 2 Test Harness. 

For additional help or for more understanding of test harness procedures please go to the 

following links: 

 

Start:  https://data.A4L.org/test-suites/  

Example CSQ Editor:  

http://testharness.A4L.org/SIFController/CSQ/2.7/Editor?TestSuite=NA_2_7M 

Example Test Suite Start:   

http://testharness.A4L.org/SIFController/CreateLegacySession?TestSuite=NA_2_7M 

For obtaining additional help and/or understanding of the entire Certification process, 

please go to this link SIF 2 Certification Guide.  

  

https://data.a4l.org/test-suites/
http://testharness.a4l.org/SIFController/CSQ/2.7/Editor?TestSuite=NA_2_7M
http://testharness.a4l.org/SIFController/CreateLegacySession?TestSuite=NA_2_7M
https://data.a4l.org/certification/#CertDocs
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Creating a CSQ 
In order to know which capabilities to scrutinize for your software and which features to 

promote for your product, you must first formally claim what optional SIF components you 

support. 

 

 

In order to create a new CSQ simply press “NEXT.” 
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Certification Authority Data 
This page collects the 

basics about you, your 

company, and your 

product.  Similar to what 

you would see on a box or 

in an app. store.   

This information will 

appear as entered here 

on your final certificate & 

CSQ. 
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Implementation Dependent Behaviour 
This section collects information around likely optional infrastructure features that your 

product leverages to enhance the interoperability experience. 

 

 

… 

Be sure to support HTTPS as it is still required for SIF Certification. 
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Note: In the SIF Zone, every agent to agent message is dispatched to and routed by the 

Zone Integration Server (ZIS). It therefore may not be enough to demand a high level of 

encryption and security on any message sent to the ZIS. You may optionally demand the 
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same level of security on the connection between the ZIS and every partner agent to 

which your message is being dispatched. This is done by setting the Authentication Level 

(above) and the Encryption Level (below). 

 

Note: Under Error Handling, “Yes” represents proper behaviour. 

Maximum Buffer Size: SIF agents receive data response messages of various sizes 

based upon the requests for data they issue. In order to prevent a response message 

from overrunning a recipient’s buffer, the response is broken into multiple packets 

before the requesting agent receives it. This means, during registration, the recipient 

must provide the maximum buffer size it can accept.  Buffer Size is expressed in bytes.  

So, to support 1 MB you would enter 1048576. 
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Extra Information 
This section collects the highest-level view of what services your products provide. 
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Note: For further details about filling out this section accurately you should see the 

infrastructure section/document of the version your agent is written to. 
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Objects 
The table below is used to capture the types of SIF data your agent/application supports, 

and the way in which it uses that data to interoperate with other SIF Certified applications. 

For each row: 

The first column represents the name of a SIF data object. 

Data can be queried and responded to. The next three columns indicate, for this object, 

whether your application/agent does either or both. 

When the data for an object changes, or when it is desired to change that data, an event 

for the object type can be published, whereupon the event will be sent to all 

agent/applications which had previously subscribed. The next set of columns indicate 

whether your application will publish or subscribe (or do both) to such events for this 

object type, and is further divided into the three types of events (so for example your agent 

may only publish an event when a new object of this type is created). 

The final column indicates that your application provides a facility to align its data with the 

data in the zone. This can be done through a series of queries and is a critical feature for 

subscribers, utilized whenever your application is brought into the zone. 

  

 

The checkmarks on this page directly control what supported data related tests are run. 
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Elements 
The table below is the most detailed part of the CSQ. It provides the level of detail 

necessary to flag interoperability issues between two SIF Certified applications (as for 

example if one or more optional elements in an object is needed by Application A, but not 

supplied by Application B). 
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Now apply the generated CSQ to the target Test Suite.  
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Test Session 
This section starts the actual testing process.  You will need your A4L Community Site 

login2, your application’s completed CSQ, and how your application is connected to the 

Internet in order to continue. 

 

Push Mode agents will provide the URL of their server as part of a SIF_Register message. 

  

 
2  To obtain/reset your login credentials please refer to the Using the A4L Community Site – Getting Started  

document: https://www.A4L.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-

Using_the_A4L_Community_Site-GETTING_STARTED.pdf 

https://www.a4l.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-Using_the_A4L_Community_Site-GETTING_STARTED.pdf
https://www.a4l.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-Using_the_A4L_Community_Site-GETTING_STARTED.pdf
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Errors 
If an anticipated user input error happens during Test Session creation, you will be 

presented with a message like this below: 

 

 

 

Notice:  Errors testing the SIF protocol and unexpected exceptions will look different. 

 

Troubleshooting: 
The most common place for users to become completely blocked is when creating a Test 

Session (and receiving an error like the above).  To help overcome this, here are some 

steps to help eliminate or at least identify the cause of the problem. 

1. Check that your credentials are correct by using them to log into the community 

site. 

a. https://www.A4L.org/login.aspx 

b. For log in help, please review the Using the A4L Community Site – Getting 

Started3 

2. Check that your CSQ is valid by trying to load it into the CSQ Editor. 

3. Check that all required (red) fields are supplied with values. 

 

Asking for Help 

If the above steps fail to uncover the problem, please contact:  TestResults@A4L.org 

 
3 To obtain/reset your login credentials please refer to the Using the A4L Community Site – Getting Started  

document: https://www.A4L.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-

Using_the_A4L_Community_Site-GETTING_STARTED.pdf 

https://www.a4l.org/login.aspx
mailto:testresults@A4L.org
https://www.a4l.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-Using_the_A4L_Community_Site-GETTING_STARTED.pdf
https://www.a4l.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-Using_the_A4L_Community_Site-GETTING_STARTED.pdf
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Individual Tests 
Unlike with the previous Test Harness, tests are individually run and may be rerun. 

 

 

 

Notice:  The name and description for each test is set by the test itself and can be 

expanded to include help without changing the Test Harness (as it is part of the soft coded 

Test Suite).  So, feel free to make suggestions! 
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Logging 
The Test Harness logs every SIF interaction, references each message so we can tie to a 

particular test, and empowers message bodies to be searched using XPath. 
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Log Entry 
By clicking on a log entry, you can see everything the test script can scrutinize. 

 

 

 

Notes: 

• Provides a detailed view of a single message. 

• Useful when troubleshooting both sides of the wire. 
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Tests 
An overview of your tests and their status are provided. 

 

 

 

Notes: 

• Provides a summary of statuses for all tests in your Test Session. 

• Allows for advanced testing by navigating between multiple tests via the provided 

hyperlinks. 

• You should ensure you refresh the page to update all the test statuses. 
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Current State 
Always know what our side of the wire is thinking.  This can come in really handy when 

configuring your software. 

 

 

 

Notes: 

• Provides a summary of all connector settings. 

• The URL of the ZIS for making connections. 

• You should ensure you refresh the page to update all the values. 
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Submission of Results 

 

 

Notes: 

• To certify please ensure you are passing all tests! 

• Pressing submit will email the results directly to the SIF Certification Authority and 

reload the page, please only press once. 

• Please see the below information before submitting your results. 
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Notes: 

• Before submitting your CSQ for certification please ensure the ApplicationName 

and AgentName match what you want to appear on your SIF Certificate and on the 

SIF Certification Registry. 

• This data will also be used to populate the SIF Certification Registry4. 

 

 
4 SIF Certification Registry: https://data.A4L.org/sif-certification-registry/   

https://data.a4l.org/sif-certification-registry/
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Notes: 

• To certify please ensure you are passing all tests! 

• If you feel a test result is in error or a test is unfair please contact 

testresults@A4L.org with details so that it can be discussed further. 

• To find out information about any of the above tests, please click on the hyperlink 

within the Test Harness. 

mailto:testresults@A4L.org
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Notes: 

• These results will be sent unchanged to testresults@A4L.org. 

• To certify please ensure you are passing all tests! 

• If you feel there are any errors with your test results please contact 

testresults@A4L.org with details so that it can be discussed further. 

 

  

mailto:testresults@A4L.org
mailto:testresults@A4L.org
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FAQ Items 
Q: When running a test, I got an error, “Request resulting in x, y expected.”  However x 

& y are the same, what is wrong? 

A: This serves as a default catchall error for many of our tests.  It usually works pretty well 

as if your software does something so unexpected the test logic doesn’t catch it, the SIF 

service on the other side usually does.  However, there have been cases where someone 

sends the wrong payload to an endpoint and the other side managed to process it anyway.  

Resulting in the test not being satisfied while everything appears to have gone right. 

 

Q: I have an exception in my browser involving localhost (127.0.0.1), what is going on? 

A: The Test Harness utilizes internal REST services.  When these breaks, the Test Harness 

is designed to be loud about it.  First, please retry whatever seems to have caused the 

exception!  If that doesn’t help, then please forward the exception on to: 

TestResults@A4L.org. 

  

mailto:testresults@A4L.org
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Known Issues 
When running a test you may experience a null pointer exception.  These often occur when 

a test is expecting one thing but receives another.  We are working to eliminate this lack of 

parameter checking.  If you experience this kind of exception, please forward it to: 

TestResults@A4L.org 

It has been reported that under certain circumstances, pressing next on the last test 

results in a blank web page rather than the submission page.  However, going there 

directly, allows the users to submit their results.  Until this can be addressed the following 

example is provided to help users who experience it work around this issue. 

https://testharness.A4L.org/SIFController/SummarizeSession?TestSuite=NA_2_7M 

Asking for Help 
Send links to specific log entries along with the error text.  If you must reference the session 

screen, for now please send a screen shot (not a link). 

Contact:  TestResults@A4L.org 

mailto:TestResults@A4L.org
https://testharness.a4l.org/SIFController/SummarizeSession?TestSuite=NA_2_7M
mailto:TestResults@A4L.org

