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Introduction

The Certification Process

The Access 4 Learning (A4L) Community, formerly the SIF Association, has developed the
SIF Certification process to ensure that a vendor's application of a data object
transmission through the SIF infrastructure is compliant with the implementation of the
application through the interoperability standards as established by the AAL Community
within the SIF Specification.

The A4L Community enforces the SIF Certification procedure in order that educational
agencies/end users can access disparate vendor applications in order to exchange data,
without the consumer re-entering data multiple times, thereby, resulting in the provision
of secure and consistent information throughout the environment of the end user.

The A4L Community established the SIF Certification Program to help ensure that data is
successfully transferred between applications and that the transferred data successfully
resides in all sharing applications, by using an open, community developed data standard
- the SIF Specification.

This manual covers our support of the first migration release SIF Implementation
Specification (North America) 2.7M with an eye towards SIF Unity combining the
standardized infrastructure with the latest data model for the U.S. market. This is the
second implementation of the 2.7M Test Suite and the only SIF 2 release supported on our
newer Test Harness. Those familiar with the old system should use this manual and the
terminology online to aid in their transition to the latest engine and interface.

The Certification Testing Procedure

This “Test Harness Manual” serves to define how to test a SIF 2 product. The Manual
provides information on the methodology for testing a SIF 2 product to obtain Certification
for the vendor applying for Certification.

The Manual contains sections that provide guidance to the vendor in understanding the
procedures for implementing the Conformance Statement Questionnaire (CSQ)' process
followed by the implementation of a test harness in order to meet the certification

! Glossa ry. https://data.AdL.org/glossary
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requirements. Each of the following sections includes terminology definitions as well as
screen shots taken directly from the SIF 2 Test Harness.

For additional help or for more understanding of test harness procedures please go to the
following links:

Start: https://data.A4L.org/test-suites/

Example CSQ Editor:
http://testharness.A4L.org/SIFController/CSQ/2.7/Editor?TestSuite=NA 2 7M

Example Test Suite Start:

http://testharness.A4L.org/SIFController/CreateLegacySession?TestSuite=NA_2 7M

For obtaining additional help and/or understanding of the entire Certification process,
please go to this link SIF 2 Certification Guide.
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Creating a CSQ

In order to know which capabilities to scrutinize for your software and which features to
promote for your product, you must first formally claim what optional SIF components you
support.

oF SIF csq Editor

BACK  NEXT

SIF North America 2.7M

Welcome! This Test Suite is designed to support pure SIF 2 applications. Your
software's first step on the way to supporting SIF Unity?

Existing SIF 2 CSQ: No file selected.

In order to create a new CSQ simply press “NEXT.”
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Certification Authority Data

£: SIF CSQ Editor

This page collects the
basics about you, your
company, and  your
product. Similar to what
you would see on a box or
in an app. store.

This
appear as entered here

on your final certificate &
CsQ.

information  will

BACK  NEXT

Certification Authority Data

Testing Suite Name:
Testing Suite Version:
Locale Release:
Organization:
Author/Producer:
Product Name:
Product Version:
Product Vendor:
Agent Name:

Agent Version:

Agent Vendor:
Product Version Tested:
Agent Version Tested:
Operating System:

Software Components:

Hardware Environment:

Minimal System Requirements:

SIF North America 2.7M
NA_2_7M
27

|A4L Community

|.John W. Lovell

|Testin927

0.1

|John's Computer Emporium

4
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Terminology

Author/Producer: The individual responsible for the quality of the
Adaptor being certified. This should match the
account used during formal testing.

Agent: The liaison between an application and the ZIS. An
agent is responsible for sending messages to and
receiving messages from the ZIS. For incoming
messages, an agent translates the XML message
into the data recognized by its application, and
applies any changes to the application?s data. An
agent is also responsible for monitoring changes in
the data associated with its application, assembling
it into a SIF message, and submitting it to the ZIS.

Software Components: Key software pieces, other than the operation
system, that impact how the software functions.

Hardware Environment: Specifications of the system or VM used for testing.

Minimal System Requirements: If the environment for which you wish to claim and
guarantee conformance is not identical to the

L environment in which conformance was validated.
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Implementation Dependent Behaviour

This section collects information around likely optional infrastructure features that your
product leverages to enhance the interoperability experience.

£: SIF CSQ Editor

BACK  NEXT

Implementation Dependent Behavior
Supports HTTPS:
Supports HTTP:

Supports Push Mode:
Supports Pull Mode:

Sends TLS 1.0:
Sends TLS 1.0 Via SSL 2.0:
Sends SSL 3.0:
Sends SSL 3.0 Via SSL 2.0:

Accepts TLS 1.0:
Accepts TLS 1.0 Via SSL 2.0:
Accepts SSL 3.0:
Accepts SSL 3.0 Via SSL 2.0:

O0000|0000|I00|I0Q8

Returns Client Certificates:

Be sure to support HTTPS as it is still required for SIF Certification.
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Terminology

HTTPS
HTTP

Push Mode:

Pull Mode:

SSL, TLS, and Encryption:

Client Certificate:

Validate:

Unicode:

A

Capable of supporting SIF with TLS trust and
encryption.

Capable of supporting SIF without TLS trust and
encryption.

The mode in which an agent functions. An agent in
Push mode allows the ZIS to send messages to it in
real time. Initiation of communication is bi-
directional between the ZIS and the agent.

The mode in which an agent functions. An agent in
Pull mode polls the ZIS to get any messages
waiting for it. Pull mode agents always initiate
contact with the ZIS.

While this CSQ editor includes support for these
classic fields, testing will require modern
minimums.

A certificate used by the client to authenticate to
the server during the SSL/TLS handshake.

Uses XML Schema to ensure bad payloads are not
processed or sent.

A collection of schemes for encoding characters

beyond the traditional ASCII table. All SIF 2.x
software is expected to support UTF-8.

Authentication Level

0 - No authentication required and the sender does not have to submit a certificate.
1- Avalid certificate must be presented.

2 - Avalid certificate from a trusted certificate authority must be presented.

3

- Avalid certificate from a trusted certificate authority must be presented and the CN field of
the certificate’s subject entry must match the host, which is originating the message.

Note: In the SIF Zone, every agent to agent message is dispatched to and routed by the

Zone Integration Server (ZIS). It therefore may not be enough to demand a high level of

encryption and security on any message sent to the ZIS. You may optionally demand the

Copyright © Access 4 Learning Community Page 9 of 29



Test Harness User Manual - SIF 2 Enabled Applications June 2023, Version 1.3

same level of security on the connection between the ZIS and every partner agent to
which your message is being dispatched. This is done by setting the Authentication Level
(above) and the Encryption Level (below).

Encryption Level

0- No encryption required

1- Symmetric key length of at least 40 bits
2 - Symmetric key length of at least 56 bits
3 - Symmetric key length of at least 80 bits
4 - Symmetric key length of at least 128 bits

Note: Under Error Handling, “Yes" represents proper behaviour.

Maximum Buffer Size: SIF agents receive data response messages of various sizes
based upon the requests for data they issue. In order to prevent a response message
from overrunning a recipient’s buffer, the response is broken into multiple packets
before the requesting agent receives it. This means, during registration, the recipient
must provide the maximum buffer size it can accept. Buffer Size is expressed in bytes.
So, to support 1 MB you would enter 1048576.
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Extra Information

This section collects the highest-level view of what services your products provide.

£: SIF CSQ Editor

BACK  NEXT

Extra Information

Agent ID (SIF_Sourceld):

Testing27

Agent invokes Selective Message
Blocking (SMB) upon receiving a
SIF_Event:

Agent sends SIF_Ping:

Agent sends SIF_Provision:
Agent sends SIF_Sleep:

Agent sends SIF_Wakeup:

Agent sends SIF_GetZoneStatus:
Agent requests SIF_ZoneStatus:

Agent processes SIF_ZoneStatus
events:

Agent sends SIF_GetAgentACL:
Agent requests SIF_AgentACL:

Agent processes SIF_AgentACL
events:

Agent sends
SIF_CancelRequests:

Agent sends SIF_Unprovide:
Agent sends SIF_Unsubscribe:
Agent Unregisters:

O

000 O O00 0000000

Copyright © Access 4 Learning Community

Page 11 of 29



Test Harness User Manual - SIF 2 Enabled Applications June 2023, Version 1.3

Note: For further details about filling out this section accurately you should see the
infrastructure section/document of the version your agent is written to.

Terminology

Agent ID: This is a unique but usually short name that
identifies the Agent in the Zone. While it is
recommended you set it here, it can be set or
overridden each time you create a Test Session.

Selective Message Blocking Allows an agent to tell the ZIS to suspend delivery
(SMB): of event messages until further notice. Agents
should try to avoid using this feature.

Ping, Sleep, Wakeup: Allows the agent to check on the ZIS, signal it is
taking a break (rebooting), or signal it is back up.

Provision, Subscription, Access Make requests for greater access rights or just
Control List (ACL): check on them.

Requests: In SIF 2.x requests are synonymous with queries.
Note: This is not true for newer versions.
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Objects

The table below is used to capture the types of SIF data your agent/application supports,
and the way in which it uses that data to interoperate with other SIF Certified applications.

For each row:
The first column represents the name of a SIF data object.

Data can be queried and responded to. The next three columns indicate, for this object,
whether your application/agent does either or both.

When the data for an object changes, or when it is desired to change that data, an event
for the object type can be published, whereupon the event will be sent to all
agent/applications which had previously subscribed. The next set of columns indicate
whether your application will publish or subscribe (or do both) to such events for this
object type, and is further divided into the three types of events (so for example your agent
may only publish an event when a new object of this type is created).

The final column indicates that your application provides a facility to align its data with the
data in the zone. This can be done through a series of queries and is a critical feature for
subscribers, utilized whenever your application is brought into the zone.

P o )
¢ SIF csqEditor
BACK
Objects
http://www.sifinfo.org/infrastructure/2.x
Publishes | Publishes | Publishes | Processes | Processes | Processes
Object Provides Responds Requests Adds | Changes | Deletes Adds Changes | Deletes |Imports/Synchronizes
SIF_Query SIF_Query SIF_Query
SIF_ExtendedQuery SIF_ExtendedQuery SIF_ExtendedQuery
AccountingPeriod O O O O O O O
SIF_Query SIF_Query SIF_Query
SIF_ExtendedQuery SIF_ExtendedQuery SIF_ExtendedQuery
ActivityProvider O O O O O O O
SIF_Query SIF_Query SIF_Query
SIF_ExtendedQuery SIF_ExtendedQuery SIF_ExtendedQuery
Activity O O O O O O O
SIF_Query SIF_Query SIF_Query
SIF_ExtendedQuery SIF_ExtendedQuery SIF_ExtendedQuery
AggregateCharacteristicinfo O O O O O O O
SIF_Query SIF_Query SIF_Query
SIF_ExtendedQuery SIF_ExtendedQuery SIF_ExtendedQuery
AggregateStatisticFact O O O O O O O

The checkmarks on this page directly control what supported data related tests are run.
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Terminology

Provides: The agent will participate as the master source of
this data within its Zone and Context. It must
respond to requests!

Responds: The agent will process queries when they are
routed to it by the ZIS.

Requests: The agent makes queries that should result in this
object being returned.

Publish: The application creates and shares events for this
services type.

Processes: Agent receives events and makes changes to its
data (in whole or in part) based on them.

Imports/Synchronizes: This agent requests the data it needs to initialize a

X synchronized copy.
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Elements

The table below is the most detailed part of the CSQ. It provides the level of detail

necessary to flag interoperability issues between two SIF Certified applications (as for

example if one or more optional elements in an object is needed by Application A, but not

supplied by Application B).

£ :
+ SIF csa Editor
BACK  NEXT
StudentPersonal
http://www.sifinfo.org/infrastructure/2.x
Element/Attribute Supplies SIF_Query Support | SIF_ExtendedQuery Support
EQ EQ
NE NE
LT LT
@Refld M 0 GT GT
Q| EQ
NE NE
LT LT
AlertMessages/AlertMessage/@Type M O O GT GT
EQ EQ
NE NE
LT LT
AlertMessages/AlertMessage MR O O GT GT
EQ EQ
NE NE
LT LT
MedicalAlertMessages/MedicalAlertMessage/@Severity M O O O GT GT
Q|| EQ
NE NE
LT LT
MedicalAlertMessages/MedicalAlertMessage MR 0 0O O GT GT

Terminology

Supplies:

published this field is present.

Processes:

Requires:

SIF_Query Support:

SIF_ExtendedQuery Support:

L

When an object of this type is created, provided, or

Whenever the application receives this field it
commits it to its data store.

If this field is not received, the business logic of the
application fails.

The application supports or utilizes this field in ad-
hoc queries.

The application supports this field in advanced
queries.

Copyright © Access 4 Learning Community
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 oF SIF csqEditor

BACK

Download

Download your CSQ now!

Now apply the generated CSQ to the target Test Suite.
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Test Session

This section starts the actual testing process. You will need your A4L Community Site
login?, your application’s completed CSQ, and how your application is connected to the
Internet in order to continue.

@' SIF Test Session

BACK  NEXT

SIF North America 2.7M

Welcome! This Test Suite is designed to support pure SIF 2 applications. It is our
hope that you will chose to start supporting the SIF 3 infrastructure.

Username: jlovell@a4l.org
Password:
Source ID: FromCSQ

Product CSQ: NA_2_7M Testing27.zip
Terminology

Username/Password: Your community site credentials.
Source ID: Overrides the Agent Name from the CSQ.
Product CSQ: The previously created Conformance Statement

Questionnaire (CSQ) file that describes the product
to be tested.

Push Mode agents will provide the URL of their server as part of a SIF_Register message.

2 To obtain/reset your login credentials please refer to the Using the A4L Community Site - Getting Started
document: https://www.A4L.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-
Using the_A4L_Community_Site-GETTING_STARTED.pdf
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Errors

If an anticipated user input error happens during Test Session creation, you will be
presented with a message like this below:

ﬁ' SIF Parts

BACK

A down stream error occurred, please check your parameters and try again.

Notice: Errors testing the SIF protocol and unexpected exceptions will look different.

Troubleshooting:

The most common place for users to become completely blocked is when creating a Test
Session (and receiving an error like the above). To help overcome this, here are some
steps to help eliminate or at least identify the cause of the problem.

1. Check that your credentials are correct by using them to log into the community
site.

a. https://www.A4L.org/login.aspx

b. For log in help, please review the Using the A4L Community Site - Getting
Started?

2. Check that your CSQ is valid by trying to load it into the CSQ Editor.
3. Check that all required (red) fields are supplied with values.

Asking for Help

If the above steps fail to uncover the problem, please contact: TestResults@A4L.org

3 To obtain/reset your login credentials please refer to the Using the A4L Community Site - Getting Started

document: https://www.A4L.org/resource/collection/5DC097A9-3797-4E88-8680-7DDB54F86107/GUIDE-
Using the A4L_Community Site-GETTING_STARTED.pdf
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Individual Tests

Unlike with the previous Test Harness, tests are individually run and may be rerun.

A‘ SIF Test Session

BACK  NEXT

MakesRegisterRequest

Services a register request and looks for a successful return.

o Pending:

Notice: The name and description for each test is set by the test itself and can be

expanded to include help without changing the Test Harness (as it is part of the soft coded
Test Suite). So, feel free to make suggestions!
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Logging
The Test Harness logs every SIF interaction, references each message so we can tie to a
particular test, and empowers message bodies to be searched using XPath.

Logging
t: | http://www.sifinfo.org/infrastructure/2.x v |
p: | http://www.sifinfo.org/infrastructure/2.x v |

Category Type Time
SENT 200 2023-05-02T15:54:41.085Z
RECEIVED POST 2023-05-02T15:54:41.077Z

| Prev. ||0 /11 | Next |
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Log Entry

By clicking on a log entry, you can see everything the test script can scrutinize.

ﬁ' SIE Log Entry

CLOSE

Settings
https://testharness.a4l.org/SIFController/ZISServer/dd23a626-0187-1000-007f-0a88ac9967d5/message
POST

Request Method: POST

Protocol: TLSv1.3

Cipher: TLS_AES_128_GCM_SHA256

Key Length: 128

HTTP Headers

host: testharness.a4l.org

content-type: application/xml;charset=utf-8

connection: keep-alive

accept: application/xml;charset=utf-8

user-agent: Rested/2009 CFNetwork/1335.0.3.1 Darwin/21.6.0
accept-language: en-us

accept-encoding: gzip, deflate

content-length: 746

Body
UNFORMATTED

<SIF_Message Version="2.7" xmlns="http://www.sifinfo.org/infrastructure/2.x"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<SIF_Register>
<SIF_Header>
<SIF_MsgId>9B24FE@1D6994301BF104A1139421376</SIF_MsgId>
<SIF_Timestamp>2022-02-25T13:33:49-04:00</SIF_Timestamp>

Notes:

e Provides a detailed view of a single message.
e Useful when troubleshooting both sides of the wire.
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Tests

An overview of your tests and their status are provided.

Tests

B

PASSED MakesRegisterRequest
©  PpASSED MakesHTTPSConnection
@® PENDING ServicesHTTPSConnection
@® PENDING MakesPingRequest
@ PENDING MakesProvisionRequest
@® PENDING RespondsToPulledEmploymentRecordRequest
@ PENDING RespondsToPushedEmploymentRecordRequest
Notes:

e Provides a summary of statuses for all tests in your Test Session.

e Allows for advanced testing by navigating between multiple tests via the provided
hyperlinks.

e You should ensure you refresh the page to update all the test statuses.

REFRESH

Logging
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Current State

Always know what our side of the wire is thinking. This can come in really handy when
configuring your software.

Current State

controllerURL: https://testharness.a4l.org/SIFController/ControlLegacySession?TestSuite=NA 2_7M&connectorld=dd23a626-0187-1000-0071-
0a88ac9967d5&testindex=0

AgentID: dd23a626-0187-1000-007f-0a88ac9967d5
ZonelD: TestZone

Name: Aspen

Transport: HTTP

InfrastructureVersion: 2.7

DataModelVersion: 2.7

MaxBufferSize: 16777216

ZISURL: https://testharness.a4l.org/SIFController/ZISServer/dd23a626-0187-1000-007f-0a88ac9967d5/message
PushURL: null

NodeVendor: SIF Association

NodeVersion: 3.0

ApplicationVendor: SIF Association
ApplicationProduct: SIF Testing Agent
ApplicationVersion: 20230425

Icon: null

Notes:

e Provides a summary of all connector settings.
e The URL of the ZIS for making connections.
e You should ensure you refresh the page to update all the values.
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Submission of Results

ﬁ ¢ SIF Test Session

BACK

Summary

Review and submit test results for certification.

Results (passed/total): 0/8 SUBMIT

Notes:

e To certify please ensure you are passing all tests!

e Pressing submit will email the results directly to the SIF Certification Authority and
reload the page, please only press once.

e Please see the below information before submitting your results.
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CSQ

|<CombinedCSQ xmlns="http://www.sifassociation.org/testharness/csq/3.1">
<CertificationAuthorityData>
<CSsQ>
<Name>SIF North America 3.1 Basic Infrastructure</Name>
<Version>NA_3_1_I-1</Version>
<SpecificationVersion>3.1</SpecificationVersion>
<Type>Application</Type>
</CcsQ>
<SubmitterInformation>
<Organization>SIF Association</Organization>
<Author>John W. Lovell</Author>
</SubmitterInformation>
<ProductInformation>
<Product>
<ApplicationName>Worthless Consumer</ApplicationName>
<ApplicationVersion>1l.*</ApplicationVersion>
<ApplicationVendor>SIF Association</ApplicationVendor>
<AgentName/>
<AgentVersion/>
<AgentVendor/>
</Product>
</ProductInformation>
<TestingEnvironment>
<TestingSuiteName>SIF North America 3.1 Basic Infrastructure Test
Suite</TestingSuiteName>
<TestingSuiteVersion>NA_3_1 I-1</TestingSuiteVersion>
<SpecificationVersion>3.1</SpecificationVersion>
<ApplicationReleaseIdentifier/>
<AgentReleaseIdentifier/>
<SoftwareTestingEnvironment1l>0S X 10.9.4</SoftwareTestingEnvironmentl>
<SoftwareTestingEnvironment2>Java 7
Spring 3
JRuby
eXist</SoftwareTestingEnvironment2>
<HardwareTestingEnvironment>2.7 GHz Intel Core i7
16 GB RAM
</HardwareTestingEnvironment>
<MaintenanceDate>2014-04-14-07:00</MaintenanceDate>
</TestingEnvironment>
<OperationalEnvironment/>

Notes:

e Before submitting your CSQ for certification please ensure the ApplicationName
and AgentName match what you want to appear on your SIF Certificate and on the
SIF Certification Registry.

e This data will also be used to populate the SIF Certification Registry*.

4SIF Certification Registry: https://data.A4L.org/sif-certification-registry/
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Tests

PENDING MakesCreateEnvironmentRequest

@® PENDING MakesCreateUtility alert Request

o

RUNNING DemonstratesSIF HMACSHA256

O

RUNNING DemonstratesHTTPS

PENDING MakesCreate ki12Student Request

PENDING MakesUpdate k12Student Request

PENDING MakesDelete k12Student Request

PENDING MakesRead ki12Student PagedRequest

Notes:

To certify please ensure you are passing all tests!

e If you feel a test result is in error or a test is unfair please contact
testresults@A4L.org with details so that it can be discussed further.

e To find out information about any of the above tests, please click on the hyperlink

within the Test Harness.
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Summary

<summary>
<stats>
<total>8</total>
<pending>6</pending>
<running>2</running>
<passed>0</passed>
<failed>0</failed>
<info>0</info>
</stats>
<tests>
<test>
<status>PENDING</status>
<name>MakesCreateEnvironmentRequest</name>
<description>Services a create environment request and looks for a
successful return.</description>
<errors/>
<evidence/>
</test>
<test>
<status>PENDING</status>
<name>MakesCreateUtility_ alert Request</name>
<description>Services a singular create alert request and looks for a
successful return.</description>
<errors/>
<evidence/>
</test>
<test>
<status>RUNNING</status>
<name>DemonstratesSIF_HMACSHA256</name>
<description>Looks for signs of successful SIF HMACSHA256 negotiation.
</description>
<errors/>
<evidence/>
</test>
<test>
<status>RUNNING</status>
<name>DemonstratesHTTPS</name>
<description>Looks for signs of successful TLS negotiation.</description>
<errors/>
<evidence/>

Notes:

e These results will be sent unchanged to testresults@A4L.org.

e To certify please ensure you are passing all tests!

e If you feel there are any errors with your test results please contact
testresults@A4L.org with details so that it can be discussed further.
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FAQ Items

Q: When running a test, | got an error, “Request resulting in x, y expected.” However x
& y are the same, what is wrong?

A: This serves as a default catchall error for many of our tests. It usually works pretty well
as if your software does something so unexpected the test logic doesn't catch it, the SIF
service on the other side usually does. However, there have been cases where someone
sends the wrong payload to an endpoint and the other side managed to process it anyway.
Resulting in the test not being satisfied while everything appears to have gone right.

Q: I have an exception in my browser involving localhost (127.0.0.1), what is going on?

A: The Test Harness utilizes internal REST services. When these breaks, the Test Harness
is designed to be loud about it. First, please retry whatever seems to have caused the
exception! If that doesnt help, then please forward the exception on to:
TestResults@A4L.org.
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Known Issues

When running a test you may experience a null pointer exception. These often occur when
a test is expecting one thing but receives another. We are working to eliminate this lack of
parameter checking. If you experience this kind of exception, please forward it to:
TestResults@A4L.org

It has been reported that under certain circumstances, pressing next on the last test
results in a blank web page rather than the submission page. However, going there
directly, allows the users to submit their results. Until this can be addressed the following
example is provided to help users who experience it work around this issue.

https://testharness.A4L.org/SIFController/SummarizeSession?TestSuite=NA 2 7M

Asking for Help

Send links to specific log entries along with the error text. If you must reference the session
screen, for now please send a screen shot (not a link).

Contact: TestResults@A4L.org
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